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Parskats par kiberuzbrukumu izpratni un apiesanos ar tiem

Pikskeresanas (personas datu
izmanisanas) uzbrukumu atpazisana

Ka atpazit pikskerésanas uzbrukumus?

Safeguarding against Phishing in the age of 4t Industrial Revolution
www.cyberphish.eu

This project has been funded with support from the European Commission.
This publication [communication] reflects the views only of the author, and the
Commission cannot be held responsible for any use which may be made of the
information contained therein.



Safeguording your digital future

Apmacibu merkis

|zskaidrot e-drosibas jédzienu un to, cik
svarigi ir pienemt proaktivu pieeju
Kiberdraudiem, izmantojot kibernétiskas
higiénas koncepciju

Atpazit un rikoties ar kiberuzbrukumiem
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Kursantu darba slodze

Lekcija 2 St.
Audio un video materiali 2 st.
Pétijumi 2 St.
Papildu lasisana 4 st.
SagatavoSanas eksamenam 2 st.
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Saturs

2
URL saisu saprasana

PiksSkeresanas

(personas datu
Pikskerésanas - Aizdomigo momentu
: izmanisanas) =
saprasana atpazisana
uzbrukumu

atpazisana

Kritiska domasana
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URL saisu saprasana
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Kas ir pikskerésanas uzbrukums?

PikskeréSana jeb personas datu izmaniSana ir socialas inzenierijas krapnieciba, kas var
izraisit datu zudumu, reputacijas bojajumus, identitates zadzibu, naudas zaudéjumus un
daudzus citus negativus efektus individiem un organizacijam. Pikskerésanas krapnieciba
parasti sakas ar e-pasta zinojumu, kura tiek meginats iegut potenciala upura uzticibu un
parliecinat vinu veikt uzbrucéjam vélamas darbibas.

[Abrosans [Abroshan], 2021. gads]
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Pikskerésanas avots

* E-pasts

* Majaslapas

e Socialie mediji

» * Mobilas ierices (SMS, balss)
soogeotoaiss Y e Jebkura sazinas forma...
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Pikskerésanas zinojumu anatomija

* Zinojuma avots
®* kas nosuta man so zinu?
* Zinojuma saturs
®* kas ir ietvers zinas satura?
* Hipersaites/pielikumi
®* Uz ko vél saja zina sniegtas saites?
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Zinojuma avots

Fax Message NoReply [admin]

-

= PikSI,(erésa na var but ViItTga, Fax Message NoReply [admin] <foreply@efacks.com>
|ZmantOJOt IlelgU SUtltaja e- Lavender <lav@flowers.biz>
pastu. 10 Aug 2021, 01:00:32

You Have received a 1 page Fax

GO gle efax .com

https://www.efax.com ~

Fakss tieSsaiste, izmantojot eFax — pasaulé 1. labako tieSsaistes
faksa pakalpojumu

eFax ir pasaules lideris tieSsaistes faksa joma. Nosatiet un sanemiet faksus pa e-pastu. Sanemiet vietéjo, _
bezmaksas vai starptautisko faksa numuru. Fakss no jebkuras vietas musu...
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Zinojuma saturs

I Konta darbiba apturéta I

o -

re”
at

Ja rodas problémas ar $i zinojuma paradisanu, noklikskiniet $eit, lai skatitu to timek|a parlakprogramma.

* Maldinasana ar bailem,
steidzamibu, autoritati,
a I k a th u, draud ZTb u, AIZDODIGA PIETEIKSANAS BLOKETA |

Misu drosibas komanda blokeja aizdomigus pieteikSanas meginajumus jusu tiessaistes konta. Ta rezultata esam uz

p a ITd ZTb u u n i Z m i S u m u laiku aptur€jusi jusu tie§saistes konta darbibu, lidz varésim parbaudit jisu darbibu.

Més loti iesakam atkartoti aktivizét savu kontu, parbaudot savu informaciju. Ja jis to neparbaudisit 48 stundu laika,
jsu konts(-1) var tikt slégts(-i) un jusu atlikums un visi nopelnitie procenti tiks zaudgti.
Izmantojiet talak noradito droSo saiti, lai atkartoti aktiviz€tu savu kontu pie mums.

10" )y

ATKARTOTI AKTIVIZET TULIT

Paldies par uzmanibu.

Or cienu,

TD Banka, N.A.

1701 Route 7- East

Cerihila [Cherry Hill], Nadzersija 08034

TD Bank, N.A. ir vienlidzigu majoklu aizdevéjs un FDIC dalibnieks. un TD Bank, N.A. ® ir federali registrétas pakalpojumu
zimes, kas pieder TD Bank, N.A. ©2017 TD Bank, N.A. Visas tiesibas aizsargatas.
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Zinojuma saturs

Bailes
Bailes
* Maldinasana ar bailem, E )
steidzamibu, autoritati = — - T
_ P ’[ AIZDODIGA PIETEIKSANAS BLOKETA PO
alkatibu, draudzibu, _ a
Miisu drosibas komanda blok&ja aizdomigus pieteik$anas méginajumus jlsu tie$saistes

palidzibu un izmisumu Lo Steidzamiba +

Megs loti iesakam atkartoti aktivizet savu kontu, parbaudot savu informaciju. Ja jus to izmisums
neparbaudisit 48 stundu laika, jisu konts(-1) var tikt slégts(-1) un jusu atlikums un visi
nopelnitie procenti tiks zaudéti. [zmantojiet talak noradito droSo saiti, lai atkartoti
aktiviz€tu savu kontu pie mums.
- —— Steidzamib
ATKARTOTI AKTIVIZET TULFF .
T 7 Cerihila [Ch r : r a
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Hipersaites/pielikums

Luke Johnson
* Pielikumos var but ietverti o
dazada veida faili, kas var but
launpratigi
Liks DZonsons [Luke Johnson] ir kopigojis saiti uz So dokumentu:

- Hlpersaltes norada faila B 2021 Department Budget.docx

atrasanas vietu timekli un
var novirzit upurus uz
launpratigam vietném vai =
lejupieladeét launpratigus

R Open in Docs
failus. [

Sveiki, Seit ir pieprasitais dokuments. Zinojiet, ja ir nepiecie$ams kaut kas cits

Funded by the
Erasmus+ Programme
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Hipersaites/pielikums

Luke Johnson

-

* Novietojiet peles kursoru virs Sim _ 0

hipersaitém, lai atklatu to URL saiti.

Liks DZonsons [Luke Johnson] ir kopigojis saiti uz So dokumentu:

* Paraditais URL ir nedro$a Google [B 2021 Department R
diska domeéna imitacija

Sveiki, Seit ir pieprasttais dokuments. Zinojiet, ja ir nepiecie$ams kaut
kas cits

=)
http://drive--google.com/luke.johnson I Open in ooch

} http://drive--google.com/luke.johnson
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Saturs

URL saisu saprasana
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* Uniform Resource Locator (URL)
ir noteikta unikala resursa
adrese timekli.

Safeguordng your digitol future

URL saisu saprasana

Protokols Cels Prasijums
AL A A A
4 N (7 N N\ N\
https:// /url-anatomy?action=label
N VAN J \_ J J
Y Y

letver parametrus papildu darbibu
veiksanai pirms resursa atbildes
atgriesanas

\ 4

Parada metodi datu apmainai vai parsatisanai
datortikla

A\ 4

Norada celu uz resursu Web serveri

S nordada, ka datu parsitisanas metode ir protokola
drosa versija

Funded by the
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* Uniform Resource Locator (URL)
ir noteikta unikala resursa
adrese timekli.

Safeguordng your digitol future

URL saisu saprasana

8 ]
Protokols I I Cel3 Prasijums
AL A A A
4 N (7 N N\ N\
https:// /url-anatomy?action=label
N VAN J \_ J J
Y Y

letver parametrus papildu darbibu
veiksanai pirms resursa atbildes
atgriesanas

\ 4

Parada metodi datu apmainai vai parsatisanai
datortikla

A\ 4

Norada celu uz resursu Web serveri

S nordada, ka datu parsitisanas metode ir protokola
drosa versija

Funded by the
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URL saisu saprasana

* Vietradi URL resursdatora Apaksdomeéns Doméns
nosaukums var ietvert vairakus Nosaukums Nosaukums
apaksdomeénu nosaukumus - = \ - \

url-subdomain.example.com

\ /AN J

| |

Doména vardus registré jebkura timekla
servera ipasnieki, kam ir resurss

Apaksdomenu nosaukumi ir saistiti ar atbilstoso doména
nosaukumu un nordda resursa sadalu, kas pieejama, izmantojot
doména nosaukumu.

CyberF

— Funded by the
\ o Erasmus+ Programme
" Safeguording your digital future of the European Union




URL vietraziem.

URL saisu saprasana

PiksSkeresana ietvaros biezi vien tiek méginats apmanitt upurus ar

http://amazon.com.mailru382.co/packagedelivery/2017Dk25RE3

Protokols http

Saimniekdatora amazon.com.mailru382.co
nosaukums

CelS /packagedelivery/2017Dk25RE3

Doména nosaukums mailru382.co

Apaksdoména
vienums Nr. 1

Apaksdoména
vienums Nr. 2

com

amazon

Funded by the
Erasmus+ Programme
of the European Union
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URL saisu saprasana

Citi triki ar URL saitem ... Piemérs
* URL protokolam trukst drosa protokola URL izmantots http, nevis https
indikatora.
« Doméns ir acimredzami lidzigs labi zinamam google.com nepareizi rakstits ka googgle.com

doménam, tacCu patiesiba atskiras.

» Sarezgits doména nosaukums, lai maldinatu un | IP adrese - http://20.85.220.142/telas/caixa/
mulsinatu upuri, pieméram, IP adrese, heksa vai

B e T e Simboli - https://epic.app/#con@sceneworld.org

Decimalzimes - http://2130706433/evil.com

 URL var ietvert labi zinamu doména “Instagram” ietverts adresé
nosaukumu, taCu tas nepieder legalam avotam. | http://instagramsupport.it/

A Funded by the
W Erasmus+ Programme
Exx of the European Union 19
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Saturs

Aizdomigo momentu
atpazisana
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Aizdomigo momentu atpazisana

® Legali e-pasta avoti (t.i., uznémumi) nepieprasa jusu sensitivo informaciju pa e-pastu

) beveropment B4, sALS

Izglitibas darbinieka stipendija USD 950,000.00 (devini simti piecdesmit tikstosu dolaru) apméra ir jums pieskirta no Apvienoto Naciju
Organizacijas. Apvienoto Naciju varas iestades ir nolémusas jums piedavat So stipendiju ka daju no globala mérka palidzét izglitibas darbiniekiem
un studentiem Covid-19 epidémijas laika.

ligtspéjigas attistibas mérki (SDG) radas Apvienoto Naciju Organizacijas konferencé par ilgtspéjigu attistibu RiodeZaneiro 2012. gada. Mérkis bija
izstradat universalu mérku kopumu, kas atbilstu steidzamajam vides, politiskajam un ekonomiskajam problémam, ar kuram saskaras muasu
pasaule.

Dotaciju lidzeklus padaris pieejamus ANO korespondéjosais birojs, tiklidz jus iesniegsiet So prasibu. Apsveicam un pateicamies par jusu
pakalpojumiem.

lesniedziet prasibu un pieprasiet izglitibas dotacijas lidzek|us

Vards, (vidéjais vards), uzvards (obligati)
E-pasts (ne-izglitibas e-pasts (obligats))
Talruna numurs (obligats)

ledzivotaja un biroja adrese (obligati)

Atbilde uz prasibu ir janosQta no jasu privata e-pasta, kas nav izglitibas iestades adrese.

Funded by the
Erasmus+ Programme
of the European Union
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Aizdomigo momentu atpazisana

* Legaliem e-pasta avotiem parasti nav:
® sarezgitas e-pasta adreses
® neatbilstiba starp e-pasta adresi, e-pasta domeénu vai e-pasta sutitaja vardu

Hotels.com <Hotelscom@roktpowered.com> Nov 14, 2018, 11:38 AM (1 day ago)
to dave «

Hotels Hotel Deals Packages & Flights Groups Customer Service Gift Cards ISESSEINSHINE

-
|

Las Vegas Hotels Chicago Hotels Los Angeles Hotels

SE o ¥ Funded by the
= W Erasmus+ Programme
fan ok i of the European Union
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Aizdomigo momentu atpazisana

e Legitimi e-pasta avoti parasti sauc jus jusu varda.

Nosutitajs: Neatbildét <sarahrk@unm.edu>
Nosiitisanas datums: Pirmdiena, 2020. gada 8. janijs, plkst. 9:03
Téma: Pazinojums

Sinhronizacijas klGdas dé| jisu pagaidu mapé tiek aizturéts jauns zinojums.

Sekojiet talak noraditajai informacijai, lai pieklGtu neapstiprinatajiem zinojumiem un izvélétos, ko ar
tiem darit.

http://www.cs.stanford.edu/msg panel/ 1M
© 2020 cs.stanford.edu

Funded by the
Erasmus+ Programme
of the European Union 23
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Aizdomigo momentu atpazisana

From: noreply@stanford.edu <noreply@stanford.edu>
4 oy = . Sent: Monday, May 11, 2020 10:59 AM
P ' s
Subject: | stanford.edu Pasaules Covid-19 epidémijas dé més parbaudam visus musu e-pasta konta lietotajus musu severt
Le |t|||||€|||€‘ hj ford.ed | id-19 epidémijas d baud i k li j

pasta avotiem nav

Mail.stanford.edu

problému ar Notification

p a re i Z ra kSth U U n Pasaules Covid-19 epidémijas dé més parbaudam visus

misu e-pasta konta lietotajus misu severi

g ra m atl ku . Jisu kontu nepiecieSams apstip ripinat un nekavéjoties

sazinieties ar mums, lejupieladéjot pievienoto

verifikacijas lietotni mail.stanford.edu, un verificéjiet
savu e-pasta kontu, laiizvairitos no konta slégsanas masu

severl. Nemiet véra, ka, ja nelejupieladésiet misu y‘ I !

pievienoto lietotni un neparbaudisit savu kontu, jlsu ‘

Bt
koponts tiks automatiski uzskatits par Covid-19 M

epidémijas ietekmétu, un tas novedts pie juptsu konta

slégsanas talit péc mispu sistémas verifikacijas.

Epasts INC www.stanford.edu

Dr osibas e-pastaparbaude

Funded by the
Erasmus+ Programme
of the European Union
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Aizdomigo momentu atpazisana

* Legali e-pasta avoti nesuta nevélamus pielikumus

® Send wp to 10GB
Files Sent By:

LuisQo@stanford.edu

I share a document with you.

Review amendment draft and comment as require.

Pro_pgsal D.raft pdf Wi
_ W

Message:
Hallo!l Warning!! Information for students : hitps://v.ht/stanford
les | 1 Av Intil
o
Fotoattéls no Sonicwall Phishing Test DOWn I Oad
Link:

https:/iwww sendtransfer.com/download.php?id=c5dbaf14d5be434e5185490412463ec4&email=992554

Funded by the
Erasmus+ Programme
of the European Union 25
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Saturs

URL saisu saprasana

Pikskerésanas ‘ Aizdomigo momentu
saprasana ‘ atpazisana

Kritiska domasana |

- Funded by the
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Kritiskd domasana

P|k§kveresqnas Pirms darbibu veikSanas Mirkla parbaude:
notelkgarjé letver veltiet vairak laika Vai zinojuma pastav
maldinasanas zinojuma parskatisanai aizdomigi momenti?

atklasanu.

Funded by the
Erasmus+ Programme
of the European Union 27
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Kritiskd domasana

* Esiet ipaSi piesardzigs, ja neesat parliecinats, I n-:
ka pazistat sutitaju. o details

. . i ¢ tk867530@gmail.com
Vai atceries TK no skolas laikiem? |
lavi@flowers.biz

10 Aug 2021, 01:3/7:58

| just found a photo of you!

* Familiaritates maska var radit pietiekamu
uzticibu, lai noklikskinatu uz launpratigiem
URL.

hey, do you remember THIS PHOTO!

https://drive.google.com.download-photo.sytez net/AONh1e0hVP

Turklat 1stais fotoattélu domeéns 'sytez.net' nav ieklauts Google
Drive pakalpojuma.

-
Cvb

(- |
-

Rt Funded by the
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* Skatieties uzmanigak, kad e-
pasta tiek pieprasitas darbibas
ar steidzamibas sajutu

.

—

"

»gji;f)'Ck,)berP%ﬁ

~
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Kritiska domasana

e Google

lespéjams, valdibas atbalstiti uzbrucéji mégina nozagt jusu
paroli

Pastav iespéja, ka STir viltus trauksme, tau més uzskatam, ka esam
atklajusi valdibas atbalstitus uzbrucgjus, kuri méginat nozagt jasu
paroli. Tas notiek mazaka neka 0,1% no visiem Gmail lietotajiem. Més
nevaram atklat, kas mds pamudinaja, jo uzbrucéji nems véra un
maints savu taktiku, tacu, ja vini kada bridr gst panakumus, vini
varétuu pieklTst jusu datiem vai veiks citas darbibas, izmantojot jasu
kontu. Lai vél vairak uzlabotu savu droSibu, pamatojoties uuz jisu
pasreizéjiem iestatljumiem, més iesakam:

Change password

https://google.com/amp/tinyurl.com/y7u8ewlr

Fotoattéli no Jigsaw, Google.

I e Google <no-reply@google.support> ) I
02:06
[0 me |~

Kadam ir jasu parole

Sveiks,
Kads tikko izmantoja jasu paroli, lai méginatu pierakstities jlsu
Google konta.

Informacija:

Otrdiena, 2021. gada 10. augusts plkst. 02:06:30 GMT+03:00
Slatina, Rumanija
Firefox tikla parliks

Google apturéja So pierakstisanas méginajumu. Jums
nekavéjoties janomaina parole

CHANGE PASSWORD

Ar cienu,
Pakalpojuma "Mail" komanda

http://myaccount. google.com-securitysettingpage.ml-security.org/signonoptions/

Funded by the
Erasmus+ Programme
of the European Union
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Kritiskd domasana

* Esiet apzinigi attieciba pret e-pasta zinojumiem, kas liek atvert areju vietni. Virzot
kursoru ne tikai virs skietamam saitém, bet virs visa e-pasta ietvara, var tikt
paradits slépts URL

From: Manager Daniel Bridges <daniel_bridges33@gulfslipformpaving.com> ¢
Subject: Information

Date: August26,2013 1225:12 AMMDT
To: dave

Reply-To: Manager Daniel Bridges <daniel_bridges33@gulfslipformpaving.com>

Notification

Our courier couldnt make the delivery of parcel to you at 20th August.
Print label and show itin the nearest post office.

Funded by the
Erasmus+ Programme
of the European Union

3 : USPS | Copyright 2013 USPS. All Rights Reserved.
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* Pirms pieskirat konta
piekluves pieprasijumus,
parbaudiet, vai uzticaties
lietotnu izstradatajiem

,\“";"jCyberPh

== Safeguording your digital future

Kritiskd domasana

Google

Hi Lavender
lav@flowers.biz

Triplt wants to

View your email messages and settings

M e

Allow Triplt to do this?

You may review this app's terms of service and privacy
policies. You can remove this or any other app connected to

your account in My Account
CANCEL ALLOW

Fotoattéli no Jigsaw, Google.

Google

Hi Lavender
lav@flowers.biz

Triplt wants to

View your email messages and settings

"™ B

Allow Tripit to do this?

You ma w this app's terms of service and privacy
pohc«es, C an remove this or any other app connected to
your account in My Account

CANCEL ALLOW

https://www.tripit.com/uhp/userAgreement

** * t* Funded by the
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Kritiskd domasana

* Ja neesat parliecinats par e
domeénu, varat izmantot
meklétajprogrammu, lai uzzinatu
vairak informacijas. ) ¢

Your Dropbox is full and is no longer syncing files. New files added to your Dropbox folder won't be

accessible on your other devices and won't be backed up online.

Upgrade your Dropbox today and get 1 TB (1,000 GB) of space and powerful sharing features.

Upgrade your Dropbox

https://help.dropbox.com » ... » Security & privacy = Bce, visit our Get More Space page.

The domains that Dropbox uses in an official capacity ...

... related email originates from dropbox.com or dropboxpartners.com; All promotional and tip
emails originate from dropboxmail.com or dropboxteam.com ...

GO g |'E dropboxmail.com >

Fotoatteli no Jigsaw, Google.

.
N\

'—‘V?\“)CyberPh
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* Ja neesat parliecinats par URL, ir
pieejami bezmaksas tiessaistes riki
potenciali pikskerétu vietrazu URL
meklésanai

Dazi piemeri:
- PhishTank
- CheckPhish
- IsltPhishing
-  MalwareURL
- ScamAdviser

€ CyberPh

" Safequordng your digital future

SIT PHISHING

N| 1

' "l ’7:‘ ,v‘_l

_ I LT .0RG
. / =

Type in URL(http://..), BRAND name or Subnet

Kritiska domasana

P 3
P|1|5|1Tar|kh Out of the Net, into the Tank.

Home Add A Phish Verify A Phish Phish Search Stats FAQ Developers Mailing Lists

Join the fight against phishing

Submit suspected phishes. Track the status of your submissions.
Verify other users' submissions. Develop software with our free API.

Found a phishing site? Get started now — see if it's in the Tank:

= sita phish]

JSCAMADVISER|

Check Scamadviser Before you Buy

Search a website... -

Report a Scam Get Help

Funded by the
Erasmus+ Programme
of the European Union
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https://www.phishtank.com/index.php
https://checkphish.ai/
https://isitphishing.org/
https://www.malwareurl.com/listing-urls.php
https://www.scamadviser.com/

Kopsavilkums

URL saisu saprasana

PiksSkeresanas

(personas datu
Pikskerésanas - Aizdomigo momentu
§ izmanisanas) "
saprasana atpazisana
uzbrukumu

atpazisana

Kritiska domasana
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Uzdevums

Vai varat pamanit, kuri no talak noraditajiem ir
pikSkeréSanas URL?

http://drive--google.com
https://yahoomailservice.weebly.com/

https://amacon-bldr.ga/
https://support.google.com/faqs/answer/10122684

pdypal.com

https://storage.googleapis.com/random1992/redirectgffd. html#rd/j
Op8EI39NGje0739co9

https://dropboxmail.com
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Safeguording your digitol future

Uzdevums

Diskutéjiet par citiem aizdomigajiem
momentiem, par kuriem Saja lekcija nav
runats, un kurus esat pieredzéjis realaja
dzive vai atpazinis dazos sniegtajos
pikSkereésanas piemeéeros
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Uzdevums

Parejiet uz vietni PhishTank un atlasiet pikskerésanas
analizes paraugu no “nesenajiem iesniegumiem”

O Vaivarat pateikt, vai ta ir piksSkerésana vai né?

O Kadi bija pikskerésanas raditaji?

O Noklikskiniet uz "Skatit tehnisko informaciju”.
Ko no ta var macities?

https://phishtank.org
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* PikSkeréSanas e-pasta krapniecibas anatomija
O https://youtu.be/3gpOMI9c6mmaA

* PikSkerésanas (personas datu izmanisanas) uzbrukumu
skaidrojums

O https://youtu.be/Y7zNIEMDmI4
O https://youtu.be/qqhPkeXMeh0

e PikSkeresanas atpazisana un aizsardziba pret to
O https://youtu.be/R12 y2BhKbE

( ) CyberPh

=~ Safeguordng your digitol future

Isi video
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Pateicamies!

’ www.cyberphish.eu
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https://www.facebook.com/eucyberphish
http://cyberphish.eu/

