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Mis on andmepudgirinnak?

Andmepuuk on sotsiaalse manipuleerimise pettus, mille tagajérjeks voib
olla andmete kadu, maine kahjustamine, identiteedivargus, rahakaotus ja
paliu muud kahju inimestele ja organisatsioonidele. Andmepliligipettus
algab tavaliselt e-kirjaga, mis pltab véita potentsiaalse ohvri usaldust ja
veenda teda riindaja soovitud toiminguid tegema.

[Abroshan, 2021]
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Andmeputigirinnaku allikad

e E-mail

* Veebisaidid

* Sotsiaalmeedia

e Mobiil (SMS, haal)

* |gasugune suhtlusvorm...
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Andmepltgisbnumi anatoomia

e Sonumi allikas
* kes mulle sonumi saadab?
e SOnumi sisu
* millest sonum rdégib?

* Hiiperlingid/manused
* millele see sonum veel viitab?
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Sonumi allikas

Fax Message NoReply [admin]

-

= An d me p U U k V6| b tr| k|ta d d Fax Message NoReply [admin] <poreply@efacks.com>
sarnase Lavender <lav@flowers.biz>
. ofe 10 Aug 2021, 07:00:32
saatja meiliga.

You Have received a 1 page Fax

GO gle efax .com

https://www.efax.com ~

Fax Online with eFax — The Worlds #1 Best Online Fax Service

eFax iis the global leader in online fax. Send & receive faxes by email. Get a local, toll-free or
international fax number. Fax from anywhere our ...
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* Pettus hirmu,
kiireloomulisuse,
autoriteedi, ahnuse,
sopruse, abi ja
meeleheite kaudu.

Sofeguording your digitol future

I Account Suspended |

o | [

0 If there are problems with how this message is displayed, click here to view it in a web browser.

‘e

[ SUSPICIOUS LOG IN BLOCKED |

Our security team blocked suspicious log in attempts on your online account.JAs a result of this, we have
temporalily suspended your online account until we can verify your activity.
We strongly recommend you reactivate your account by verifying your details. If you do not verify this

within 48 hours, your account(s) may be closed and your balance-plus all interest earned will be lost.
Kindly follow the secured link below to reactivate your account with us.

I REACTIVATE NOW I

Thank you for yoour attentioon to this.
Soncerely

TD Bank, N.A.

1701 Route 7- East

Cherry Hill, New Jersey 08034

TD Bank, N.A. is an Equal Housing Lender and Member FDIC. and TD Bank, N.A. ® are federally
registeters service marks of TD Bank, N.A. ©2017 TD Bank, N.A. All Rights Reserved.

@X3OW"

Sonumi sisu
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Sonumi sisu

) Jiccount Suspended

o i
Hirm
Hirm
* Pettus hirmu, TD .
kiireloomulisuse, SUSPICIOUS LOG IN BLOCKED Abi
akltorlteed I’_ ah AUSE, Our security team blocked suspicious log in attempts on your |
sopruse, abi ja online account. Kiireloomulisus +
meeleheite kaudu We strongly recommend you reactivate your account by verifying meeleheide
your details. If you do not verify this within 48 hours, your
account(s) may be closed and your balance-plus all interest earned
will be lost. Kindly follow the secured link below to reactivate your| |~ Kijireloomulisus
account with us.

REACTIVATE NOW
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* Manused voivad sisaldada
erinevat tuupi faile, mis
voivad olla pahatahtlikud

* Huperlingid naitavad faili
asukohta veebis ja voivad
ohvreid suunata
pahatahtlikele
veebisaitidele voi
pahatahtlikke faile alla
laadima.

A ——
") Cyberr

" Safeguording your digital future

Hiperlingid/manused

Luke Johnson

-

Luke Johnson has shared a link to the following document:

B 2021 Department Budget.docx

. Hi. Here is the doc you asked for. Let me know if you need anything else

Open in Docs
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* URL-i kuvamiseks holjutage
kursorit nende huperlinkide
kohal (voi holjutage kursorit
nende kohal).

e Kuvatav URL on Google Drive'i
domeeni ebaturvaline
Imitatsioon

http://drive--google.com/luke.johnson

,F;Cyberpi

~ Safequording your digital future

Hiperlingid/manused

- @ o~

Luke Johnson has shared a link to the following document:

ra 2021 Department Budge,t.Kdocx

Hi. Here is the doc you asked for. Let me know if you nee

http://drive--google.com/luke.johnson
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e Uniform Resource Locator
(URL) on defineeritud
unikaalse ressursi aadress
veebis.

Safeguording your digitol future

Moistab URLe

Protokoll Alamtee Paring
https.// /url-anatomy?action=Ilabel

~

\ 4

Nditab meetodit andmete vahetamiseks voi
edastamiseks arvutivorgus

S nditab, et andmeedastusviis on protokolli
turvaline versioon

_—

Sisaldab parameetreid lisatoimingute
tegemiseks enne ressursi tagastamist

\ 4

Nditab veebiserveris oleva ressursi
teed
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e Uniform Resource Locator
(URL) on defineeritud
unikaalse ressursi aadress
veebis.
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Moistab URLe

Protokoll | | Alamtee Paring
https.// /url-anatomy?action=Ilabel

N

\ 4

Nditab meetodit andmete vahetamiseks voi
edastamiseks arvutivorgus

S nditab, et andmeedastusviis on protokolli
turvaline versioon

_—

Sisaldab parameetreid lisatoimingute
tegemiseks enne ressursi tagastamist

\ 4

Nditab veebiserveris oleva ressursi
teed

X Funded by the
W Erasmus+ Programme
* ok of the European Union 16



Moistab URLe

e URL-is oleva hosti nimi voib Alamdomeeni Domeeni
sisaldada mitut nimi nimi
alamdomeeni nime ‘ T k

url-subdomain.example.com

Domeeninimed registreerivad mis tahes
ressurssi omava veebiserveri omanikud

Alamdomeeninimed on seotud vastava domeeninimega ja téhistavad
domeeninime kaudu ligipdédsetavat ressursi osa.
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Moistab URLe

Andmepuutgiga puutakse sageli ohvreid URL-idega petta.

http://amazon.com.mailru382.co/packagedelivery/2017Dk25RE3

Protokoll http

Hostinimi amazon.com.mailru382.co
Alamtee /packagedelivery/2017Dk25RE3
Domeeni nimi mailru382.co

Alamdomeen 1 com

Alamdomeen 2 amazon

Funded by the
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Muud nipid URL-iga ...

URL-i protokollil puudub turvalise protokolli
indikaator.

Domeen on nahtavalt sarnane tuntud
domeeniga, kuid tegelikult erinev.

Keerulise valimusega domeeninimi, mis ajab
ohvri segadusse, st IP-aadress,
kuueteistkimnend- voi kimnendmargid,
stimbol domeenis.

URL vOib sisaldada domeenis hasti tuntud
nime, kuid see ei kuulu seaduslikule allikale.

Moistab URLe

Naide
URL kasutab http mitte https

google.com valesti kirjutatud kui googgle.com

IP aadress - http://20.85.220.142/telas/caixa/
Sumbolid - https://epic.app/#con@sceneworld.org
Numbrid- http://2130706433/evil.com

“Instagram” nimekujus http://instagramsupport.it/
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Tuvastab ohu mdargid

0

XY SUSTAINABLE g™ &'
Z DEVELOPMENT 'm‘ALS

An education employee grant on $ 950,000.00 (Nive Hundred and fifty Thousand Dollars) has been awarded to you by the United Nations.
The united nations authorities has decided to offer you this grant as part of the global goal to assist education workers and students during
this Covid-19 pademic.

The Sustainable Development Goals (SDGs) were born at the United Nations Conference on Suistainable Development in Rio de Janeiro in
2012. The objective was to produce a set of universal goals that meet the urgent environmental, political and economic challenges facing
our world.

Grant funds would be made available by the UN correspondiing office once you file for this claim. Congratulations and thank you for your
services.

File and Claim Education Grant Funds

First Name, (Middle name), Last Name(required)
Email(Non-Edu Email(required)

Phone number(required)

Resident and Office Address(required)

Claim response should be sent from your private Non-edu email.

gusparased meiliallikad (nt ettevotted) ei kisi teie tundlikku teavet meili teel
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Tuvastab ohu mdrgid

* Oigustatud meiliallikatel pole tavaliselt:
* keerulised meiliaadressid
* e-posti aadressi, e-posti domeeni voi meili saatja nime mittevastavus

Hotels.com <Hotelscom@roktpowered.com> Nov 14, 2018, 11:38 AM (1 day ago)
to dave

’

Las Vegas Hotels Chicago Hotels Los Angeles Hotels

=

Funded by the
Erasmus+ Programme
of the European Union
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Tuvastab ohu mdargid

* Oigustatud meiliallikad kutsuvad teid tavaliselt teie nime jargi

From: No Reply <sarahrk@unm.edu>
Sent: Monday, June 8, 2020 9:03 AM
Subject: Notice

New message are being held in your temp folder due to a sync error.
Follow below liin to access pending messages and choose what to do with them.
h. 4 | [

http://www.cs.stanford.edu/msg panel/

© 2020 cs.stanford.edu

-
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e Usaldus-
vaarsetel
meiliallikatel ei
ole probleeme
oigekirja ja
grammatikaga

| '}f: CyberPt

” Safeguording your digital future

From: noreply@stanford.edu <noreply®@stanford.edu>

Sent: Monday, May 11, 2020 10:59 AM
Subject:

stanford.edu Du to the world Covid-19 epidemic we are verifying all our Email Account users on our sever

Mail.stanford.edu

Notification

Du to the world Covid-19 epidemic we are verifying
all our Email Account users on our sever.

your account need to be verifiedand be secured
with us immediately by download our
mail.stanford.edu verification app attached and
verify your email account to avoid account froom
been shutdown on our sever. please note that
failing to download our attached app and verify
your account with us will automatically regard
youor accoountt with us as affected by the
Covid-19 epidemic and will lead to youor
account shutdown immediately after oour
system verification.

Email INC www.stanford.edu
S ecurity Email Verification

Tuvastab ohu mdargid

b4l
w W~
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Tuvastab ohu mdargid

* Qigusparased meiliallikad ei saada soovimatuid manuseid

I share a document with you. =] Send up to 1OG B
Review amendment draft and comment as require. .
Files Sent By:

LuisQo@stanford.edu

Proposal Draft pdf

- -

Message:
jallo!! W i rstudents © https://v.ht/stanford

Photo by Sonicwall Phishing Test
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Kriitiline motlemine

AndmepUUNgi Enkr:Tutg rr:; r:gﬁi;ein;st Kontroll: kas sdnum
tuvastamine hdimab LUILtase | -6 sisaldab ohu méarke?
pettuse tuvastamist. sonumite tlevaatamisele

K

=

| ¢ }) CyberPh
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* Olge eriti ettevaatlik, kui te pole kindel, et
teate saatjat.

Midletad TK kooliajast ?

e Tuttavus voib luua piisavalt usaldust, et
kldpsata pahatahtlikel URL-idel.

Kriitiline motlemine

I TK
o details

tkB67530@gmail.com
lav@flowers.biz
10 Aug 2021, 01:3/7:58

| just found a photo of you!

hey, do you remember THIS PHOTO!

https://drive.google.com.download-photo.sytez net/AONh1e0hVP

Lisaks on tegelik fotodomeen "sytez.net", mitte Google'i draiv.

- i |

) Cuberl
' 4

" Safequording your digital future
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itiline motlemine

Google no-reply@google.support=

Someone has your password

Hi,
Someone just used your password to try to sign in to your
Google Account.

. L] L]
Va d d d ke h 00 I I ka ma It, ku I Government-backed attackers may be trying too steal your
H =2 20 = password
meilid nduavad kiireloomulis
. . . There’s a chance that this is a false alarm, but we believe that we
to IMin g Ul d detected government-backed attackers trying too steal your

password. This happens too less than 0.1% of all Gmail users. We
can't reveal what tipped us off because the attackers will take
noote and change their tactics, but if they are successful at some
point they cold access your data or take other actions using your
account. To further improve your security, based oon your current
settings, we recommend:

Information:

Tuesday, 10 August 2021 at 02:06:30 GMT+03:00
Slatina, Romania

Firefox browser

Google stopped this sign-in attempt. You should change
your password immediately

CHANGE PASSWORD

Best,
https:/google.com/amp/tinyurl.com/y7u8ewlr The Mail Team

Change password

Photo by Jigsaw, Google. http:/f myaccount google. com-securitysettingpage mil-security org/signonoptions/
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Kriitiline métlemine
* Olge teadlik meilidest, mis sunnivad teid valisele veebisaidile minema. Holjutades

kursorit mitte ainult nahtavate linkide, vaid kogu meiliraami kohal, voib naidata
peidetud URL-i

From: Manager Daniel Bridges <daniel_bridges33 @gulfslipformpaving.com> bl
Subject: Information
Date: August26,2013 1:225:12 AMMDT
To: dave
Reply-To: Manager Daniel Bridges <daniel_bridges33@gulfslipformpaving.com=

Notification

Our courier couldnt make the delivery of parcel to you at 20th August.
Print label and show itin the nearest post office.

(S s ot SO

USPS | Copyright 2013 USPS. All Rights Reserved.
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* Enne kontole
juurdepaasutaotluste
andmist veenduge, et
usaldate rakenduste
arendajaid

"\ CyberPhi

=" Safeguording your digital future

riitiline motlemine

Google

Hi Lavender
lav@flowers.biz

Triplt wants to

View your email messages and settings

M e

Allow Triplt to do this?

You may review this app's terms of service and privacy
policies. You can remove this or any other app connected to
your account in My Account

Photo by Jigsaw, Google.

Google

Hi Lavender
lav@flowers.biz

Triplt wants to

View your email messages and settings

Allow Tripit to do this?

You may review ti s terms of service and privacy
pohc«eq You can remove tt or any other app connected 1o
your account in My Accoum

CANCEL ALLOW
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Kriitiline motlemine

Dropbox <no-reply@dropboxmail.com=
* Kui te pole domeenis kindel,
saate lisateabe saamiseks
kasutada otsingumootorit i
Hi,

Your Dropbox is full and is no longer syncing files. New files added to your Dropbox folder won't be
accessible on your other devices and won't be backed up online.

Upgrade your Dropbox today and get 1 TB (1,000 GB) of space and powerful sharing features.

Upgrade your Dropbox

hﬂpS!HhElp.ﬂrﬂpbﬂx.Cﬂm ] SCCU”I'}: & E!rl'\-'aCj.-' v Bce, visit our Get More Space page.

The domains that Dropbox uses in an official capacity ...

... related email originates from dropbox.com or dropboxpartners.com; All promotional and tip
emails originate from dropboxmail.com or dropboxteam.com ...

GO g |E dropboxmail.com >

Photo by Jigsaw, Google.

\\
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e Kui te pole URL-i osas kindel, on
potentsiaalselt andmepliligiga
seotud URL-ide otsimiseks
olemas tasuta veebitooriistad

Naited:
- PhishTank
- CheckPhish
- IsltPhishing
- MalwareURL
- ScamAdviser

€ CyberPh

" Safequordng your digital future

SIT PHISHING

N| 1

' "l ’7:‘ ,v‘_l

_l,*iﬁ” | .0RG
. / =

Type in URL(http://..), BRAND name or Subnet

Kriitiline motlemine

P 3
P|1|5|1Tar|kh Out of the Net, into the Tank.

Home Add A Phish Verify A Phish Phish Search Stats FAQ Developers Mailing Lists

Join the fight against phishing

Submit suspected phishes. Track the status of your submissions.
Verify other users' submissions. Develop software with our free API.

Found a phishing site? Get started now — see if it's in the Tank:

= sita phish]

JSCAMADVISER|

Check Scamadviser Before you Buy

Search a website... -

Report a Scam Get Help

Funded by the
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https://www.phishtank.com/index.php
https://checkphish.ai/
https://isitphishing.org/
https://www.malwareurl.com/listing-urls.php
https://www.scamadviser.com/

Kokkuvote

Moistab
URLe

Andmepuugi- @ \/
Mo:sta“b" . riinnakute Tuvasfab' ohu § .)
andmepliliki . ] mdrgid
aratundmine

Kriitiline métlemine 4
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Ulesanne

Kas naete, millised jargmistest on andmepuugi
URL-id?

http://drive--google.com

https://yahoomailservice.weebly.com/
https://amacon-bldr.ga/
https://support.google.com/faqgs/answer/10122684
pdypal.com

https://storage.googleapis.com/random1992/redirectgffd.ht
ml#rd/jOp8EI39NGje0739co9

https://dropboxmail.com
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Sofeguording your digitol future

Ulesanne

Arutage, millistest muudest ohu
markidest selles loengus ei raagita,
mida olete pariselus kogenud VOoi

mones toodud andmepulilgi naidises
ara tundnud.
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Ulesanne

Minge PhishTanki ja valige hiljuti esitatud
andmete hulgast andmepuuigianaltusi naidis:

O Kas saate delda, kas see on andmepliligi kiri
(link) voi mitte?

O Miillised olid andmepliligi nditajad?

O Klopsake "vaata tehnilisi liksikasju". Mida
saate sellest oppida?

https://phishtank.org

Rt Funded by the
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e of the European Union
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* Phishing email scam anatomy
O https://youtu.be/3gpOM9c6mmA

* Phishing attacks explained
O https://youtu.be/Y7zNIEMDmI4
O https://youtu.be/gqghPkeXMehO

e Recognising and staying safe from phishing
O https://youtu.be/R12 y2BhKbE

,.\"";\;\)CyberPh
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Tanan kuulamast
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https://www.facebook.com/eucyberphish
http://cyberphish.eu/

