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Learning Goals
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• Explain influencing and manipulative
techniques and learn to recognize
them

• Explain social engineering and its
psychological aspects.

• Review how decision-making is

affected by emotions, workload, and
our entire environment.

• Explain influencing and manipulative

techniques and learn to recognize

them



Student Workload
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Lecture 4 h

Audio and video material 2 h 

Case studies 2 h

Further reading 8 h

Preparation for exam 1 h
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Human Factor
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[Walker at al. 2017]

Estimated cost of cyber 

attacks on organisations 

globally

of data breaches were 

attributed to human error 

or negligence 

Of IT professionals describe 

collaboration between security 

risk management & business as 

poor or nonexistent

$ 400
BIL

35 %

47 %

Organizations rarely invest in and plan for the human component of

cybersecurity until after a breach occurred. For major breaches, this
can cost the organization millions of dollars.

Types of cyber threats and methods of prevention change each

day. Instilling a culture of cyber interest and awareness equips an

organisation to better handle changing cybersecurity threats.

Many executives have the mindset that cybersecurity is the

responsibility of IT; rather it is everyone’s responsibility. Employee

awareness should be the first line for defense of an organization’s

digital assets.



Human Factor

• People often represent the weakest link in the security chain and are 
chronically responsible for the failure of security systems.

• Technical security measures are constantly evolving, but people do 
not change they remain the weakest link in information security with 
their weaknesses, stereotypes and attitudes
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Human Factor
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Source: https://iheartintelligence.com/

https://iheartintelligence.com/


What is Social Engineering?
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[Hadnagy, 2018]



What is Social Engineering?

• Social engineering can be defined as the act of manipulating human
beings, most often with the use of psychological persuasion, to gain
access to systems containing data, documents, and information that
the social engineer should not have access to obtain

• Social engineering is the art of exploiting human psychology, rather
than technical hacking techniques, to gain access to buildings,
systems or data.

9

[Washo, 2021]



Social Engineering: Statistics

98% of cyber attacks rely 
on social engineering

10

43% of IT 
professionals targeted 
by social engineering 

last year

Social engineering 
attempts increased more 

than 500% in 2018

21% of current or 
former employees use 

social engineering 

/

Source: https://purplesec.us/resources/cyber-security-statistics

https://purplesec.us/resources/cyber-security-statistics


The Social Engineering Framework
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INFORMATION 
GATHERING

ELICITATION

PRETEXTINGMIND TRICKS

PERSUASION

TARGETING

EXPLOITATION & 
DISENGAGEMENT



Social Engineering “Roadmap”
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Source: Dr. Erdal Ozkaya “Learn Social Engineering”, 2018 

Goal identification

Target identification

Priming the target

Bicitation

Maintenance

Transition

Goal satisfaction

Rapport building

Establishment of 

communication

Development of an 

attack vector

Combination & 

analysis of gathered 

information

Identify potential 

sources

Gather information 

from sources

Assess gathered 

information

Attack formulation
Exploit 

relationship

Develop

relationshipInformation gathering

Preparation

Debrief



Step 1: Targeting

• Social engineering - target-
specific

• Choosing a target based on the
final “results” (e.g.,
information, money, etc.)

13



Step 2: Information Gathering

• Most tortuous step in the whole social engineering 
process

• May last anywhere from a few hours to a few years

• Information is rarely gathered all at once

• Use of social media platforms, specialised software, 
soft skills

• Two ways of gathering data:

o Non-technical/ Mechanical methods

o Technical methods

14



Step 3: Elicitation

Elicitation can be defined as the act of drawing something out 

using logic. It is done through stimulation to get one to act in a 

certain class of behaviours.

Factors making elicitation effective:

o Most humans will try to be polite when talking to a 

stranger

o Professionals, when questioned, will want to appear 

knowledgeable

o Most people would not lie to someone who appears 

genuinely concerned

o It is more likely than not for someone to respond to 

well-posed questions about themselves
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Step 4: Pretexting

Pretexting is an imperative skill that any social
engineer needs in order to accomplish an attack.

Pretexting puts a person in the skin of another.

General principles of pretexting:

o Research more

o Use personal interests

o Practice expressions or dialects

o Use simpler pretexts

o Logical conclusions

16



Step 5: Mind Tricks

Mind tricks are more of a psychological affair, and they are used to 

unlock the minds of the targets exposing them to the control of the 

social engineer. 

MIND TRICKS ≠ SCIENCE

There are three modes of thinking that can be exploited in a human:

1. Visual thinking

2. Auditory thinking

3. Kinaesthetic thinking

17



Step 6: Persuasion

To persuade a target, a social engineer needs to
appeal to the target's interests first. Persuasion gets
targets to react, think, and do exactly as the social
engineer wants.

5 fundamentals used in persuasion by social
engineers:

1. Clear goals

2. Rapport

3. Being in tune

4. Flexibility

5. Reciprocation

18



Step 7: Exploiting and Disengaging

• Exploiting the victim once trust and a 
weakness are established to advance the 
attack

• Disengaging once the user has taken the 
desired action

19



An Ontological Model of a Social Engineering 
Attack
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[Merwe and Mouton, 2017]

SOCIAL 

ENGINEERI

NG ATTACK

Target

Medium

Goal

Techniques

Compliance 

Principles

Social 

Engineer

Direct Communication

• Bidirectional Communication

• Unidirectional Communication

Indirect Communication

Financial Gain

Unauthorized Access

Service Disruption

Email

Face to Face

Telephone

SMS

Paper Mail

Storage Media

Webpage

Pamphlets

Phishing

Pretexting

Baiting

Quid Pro Quo

Friendship or Liking

Commitment or Consistency

Scarcity

Reciprocity

Social Validation

Authority

Individual

Organisation

Individual

Group of individuals

1

1

1

1

1

1

1

1

∞

∞



Social Engineering Attacks

Several people lost thousands of dollars in cryptocurrency after the 
Ethereum Classic website was hacked, in 2017. Using social 
engineering, hackers impersonated the owner of Classic Ether Wallet, 
gained access to the domain registry, and then redirected the domain 
to their own server. Criminals extracted Ethereum cryptocurrency from 
the victims after entering a code on the website that allowed them to 
view private keys that are used for transactions.
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https://threatpost.com/classic-ether-wallet-compromised-via-social-engineering/126657/


Social Engineering Attacks

Shark Tank television judge Barbara Corcoran was tricked in 
a nearly USD 400,000 phishing and social engineering scam in 2020. A 
cybercriminal impersonated her assistant and sent an email to the 
bookkeeper requesting a renewal payment related to real estate 
investments. He used an email address similar to the legitimate one. 
The fraud was only discovered after the bookkeeper sent an email to 
the assistant’s correct address asking about the transaction.
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https://www.cnbc.com/2020/05/06/how-barbara-corcoran-almost-lost-400000-dollars-to-an-email-scam.html


Social Engineering Attacks

One of the biggest social engineering attack was perpetrated by Lithuanian national
Evaldas Rimasauskas against two of the world’s biggest companies: Google and
Facebook.

Rimasauskas and his team set up a fake company, pretending to be a computer
manufacturer that worked with Google and Facebook. Rimsauskas also set up bank
accounts in the company’s name.

The scammers then sent phishing emails to specific Google and Facebook
employees, invoicing them for goods and services that the manufacturer had
genuinely provided - but directing them to deposit money into their fraudulent
accounts. Between 2013 and 2015, Rimasauskas and his associates cheated the two
tech giants out of over $100 million.
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Why is Social Engineering so Effective?

• We are social by nature;
• Our desire to stand out from others

• Other people make a big impact on our decisions;
• Our desire to be helpful

• Our tendency to trust people we don’t know

24



Why is Social Engineering so Effective?

• We are overloaded with information and look to shortcuts to 
save time.

• Our desire for all good things to happen quickly and effortlessly

• Our fear of getting into trouble

• Lack of security knowledge;

• Oversharing personal information on social media;

25



Psychological Aspects of Social Engineering

Some authors advocate
treating social engineering
cyberattacks as a particular
kind of psychological attack.
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[Montañez at al. 2020]



Human Cognitive Functions
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[Montañez at al. 2020]

a high cognitive workload, a high degree of stress, a low degree of attentional vigilance, a lack of domain knowledge, and/or a lack of
past experience makes one more susceptible to social engineering cyberattacks

Workload Stress Vigilance

Short-term cognition factors

Personality Expertise
Individual 
difference

Culture

Long-term cognition factors

Perception

Action

Working 

memory

Decision 

making

Legend

Information flow

Interactions

Behavior



The Psychology of Online Persuasion

"The current generation of internet consumers live in a world of instant
gratification and quick fixes, which leads to a loss of patience and a
lack of deep thinking." - Rob Weatherhead, The Guardian

• Our behaviors, thoughts, and beliefs are constantly shaped by the environment
around us, as well as by our own experiences

• influence and the art of persuasion is the process of getting someone else to
want to do, react, think, or believe in the way you want them to.
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https://www.theguardian.com/media-network/media-network-blog/2012/mar/19/attention-span-internet-consumer


Heightened Emotions

Emotional manipulation gives
attackers the upper hand in any
interaction. You are far more likely to
take irrational or risky actions when
in an enhanced emotional state.

29

[Montañez at al. 2020]



Heightened Emotions
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Fear

Excitement

Curiosity

Anger

Helpfulness/ 
Guilt

Sadness

Heightened 
emotions

[Montañez at al. 2020]



Fear
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Source: https://www.thesun.co.uk/news/11422572/scam-message-

hoax-tricks-americans-exposed-to-coronavirus-must-self-isolate/

Source: Vilnius University Kaunas faculty internal phishing database

https://www.thesun.co.uk/news/11422572/scam-message-hoax-tricks-americans-exposed-to-coronavirus-must-self-isolate/
https://www.thesun.co.uk/news/11422572/scam-message-hoax-tricks-americans-exposed-to-coronavirus-must-self-isolate/
https://www.thesun.co.uk/news/11422572/scam-message-hoax-tricks-americans-exposed-to-coronavirus-must-self-isolate/


Curiosity

32

Source: https://soravjain.com/cyber-security-for-women-in-social-

media/

Source: https://www.scamadviser.com/scam-reports/scam-

trends/4293/delivery-scams-all-in-one-dhl-fedex-usps-and-dpd

https://soravjain.com/cyber-security-for-women-in-social-media/
https://soravjain.com/cyber-security-for-women-in-social-media/


Helpfulness
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Source: https://usa.kaspersky.com/blog/fake-charity-scam/18580/

https://usa.kaspersky.com/blog/fake-charity-scam/18580/


Urgency

Time-sensitive opportunities or requests are another reliable tool in an
attacker’s arsenal.

You may be motivated to compromise yourself under the guise of a
serious problem that needs immediate attention.

Alternatively, you may be exposed to a prize or reward that may
disappear if you do not act quickly.

Either approach overrides your critical thinking ability.

34



Urgency
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Source: https://www.scamwatch.gov.au/about-scamwatch/tools-resources/online-

resources/spot-the-scam-signs Source: https://www.reddit.com/r/jailbreak/comments/

78b2tv/request_remove_this_fucking_vpn_ad_please_like/

https://www.scamwatch.gov.au/about-scamwatch/tools-resources/online-resources/spot-the-scam-signs
https://www.reddit.com/r/jailbreak/comments/78b2tv/request_remove_this_fucking_vpn_ad_please_like/
https://www.reddit.com/r/jailbreak/comments/78b2tv/request_remove_this_fucking_vpn_ad_please_like/


Anger

• We avoid angry people

• We avoid conflicts

• Angry “boss” calls employee
asking for password
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Greed
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• These are some of the oldest scams—promising 

wealth from Nigerian princes or military 
personnel offering to share some stolen treasure.

• Sometimes it’s a wealthy widow dying of cancer, 

or a British solicitor delivering your share of an 

estate. 

Source: https://www.businessinsider.com/online-scams-internet-phishing-2019-3

https://www.businessinsider.com/online-scams-internet-phishing-2019-3


Greed

38

Source: Vilnius University Kaunas faculty internal phishing database



Weapons of Influence
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[Cialdini, 2007]



Reciprocity

• “…we should try to repay, in kind, what another person has provided 
us.”

• Technique 1: If someone makes a concession, we are obligated to 
respond with a concession 
Making a concession gives the other party a feeling of responsibility 
for the outcome and greater satisfaction with resolution

40

[Cialdini, 2007]



Reciprocity

• Technique 2:  Rejection then retreat: exaggerated request rejected, 
desired lesser request acceded to

• Technique 3: Contrast principle: sell the costly item first; or present 
the undesirable option first

41

[Cialdini, 2007]



Reciprocity
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Source: https://www.securitymetrics.com/blog/7-ways-recognize-phishing-email

https://www.securitymetrics.com/blog/7-ways-recognize-phishing-email


Consistency

• We have a “nearly obsessive desire to be (and to appear) consistent 
with what we have already done”

• Once we have made a choice or taken a stand, we will encounter 
personal and interpersonal pressures to behave consistently with that 
commitment.

43

[Cialdini, 2007]



Consistency

• The Foot in the Door Technique: agreeing to a small request increases 
the likelihood of agreeing to a second, larger request.

• The Door in the Face Technique: refusing a large request increases the 
likelihood of agreeing to a second, smaller request.

44

[McLeod, 2014]



Consistency

• The Low-Ball Technique: the persuader gets a person to commit to a 
low-ball offer they have no intention of keeping; then the price is 
suddenly increased. Since a person has already committed, it is hard 
to say no to the new higher price demand.

45

[McLeod, 2014]



Consistency
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Source: https://www.forbes.com/sites/barrycollins/2021/07/07/is-this-amazon-email-fake-how-to-spot-the-scams/?sh=605d881d119a

https://www.forbes.com/sites/barrycollins/2021/07/07/is-this-amazon-email-fake-how-to-spot-the-scams/?sh=605d881d119a


Authority

• Information from a recognized authority can provide us a valuable 
shortcut for deciding how to act in a situation.

• Increasingly, the right authority is frequently the individual, brand, 
organization, or cause with the biggest audience.

47

[Cialdini, 2007]



Authority

• Titles

• Uniforms

• Clothes

• Brands
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Source https://apkpure.com/nl/call-from-police/com.opik.fakegv.fyuukfg

https://apkpure.com/nl/call-from-police/com.opik.fakegv.fyuukfg


Authority
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Authority
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Source: https://www.twitter.com

Source: https://rdcom.com/en/bulk-sms/what-is-sms-phishing-how-to-avoid-it/

https://www.twitter.com/
https://rdcom.com/en/bulk-sms/what-is-sms-phishing-how-to-avoid-it/


Liking

• People like those who like them, and 
are more influenced by those they 
like

• We are happy to fulfill requests from 
people we like

51



Liking

• People tend to form trust with those they're attracted to, both 
physically and emotionally:

• We like people who are similar to us

• We like people who pay us compliments

• We like people who cooperate with us towards mutual goals

52

[Cialdini, 2007]



Liking
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Source: https://says.com/my/tech/scammers-are-using-this-hot-new-tactic-to-hack-

into-your-facebook-profile/ Source: https://www.apa.org/about/division/digest/leader-resources/convention-email-scams/

https://says.com/my/tech/scammers-are-using-this-hot-new-tactic-to-hack-into-your-facebook-profile/
https://www.apa.org/about/division/digest/leader-resources/convention-email-scams/


Consensus

• One of the tools we use to determine what is right is to find out what 
other people think is right.

• The greater number of people who find an idea correct, the more the 
idea will be correct.
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[Cialdini, 2007]



Consensus

• Pluralistic ignorance: each person decides that since nobody is 
concerned, nothing is wrong

55

https://psychologenie.com

[Cialdini, 2007]

https://psychologenie.com/


Consensus
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Source: https://www.netsafe.org.nz/covid-19-scam-spotting/

https://www.netsafe.org.nz/covid-19-scam-spotting/


Scarcity

• Opportunities seem more valuable to us when their 
availability is limited.

• We want it even more when we are in competition for 
it

57

[Cialdini, 2007]



Scarcity

• Time Limitation

• Obstacle Restriction
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Source: https://pigu.lt/lt/

Source: https://zeltser.com/how-the-scarcity-principle-is-used-in-online-scams-and/

https://www.netsafe.org.nz/covid-19-scam-spotting/
https://zeltser.com/how-the-scarcity-principle-is-used-in-online-scams-and/


Scarcity
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Source: https://au.pcmag.com/

https://au.pcmag.com/


Unity

• 7th principle of persuasion later added by Dr Robert Cialdini

• Based on the idea that the more we identify ourselves with
others, the more likely we are influenced by them
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The Social Engineering Personality Framework (SEPF)
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Openness Conscientiousness Extraversion Agreeableness Neuroticism

Fantasy 
Aesthetics 
Feelings 
Actions 
Ideas 
Values 

Competence
Order
Dutifulness
Achievement
Striving
Self-Discipline
Deliberation

Warmth
Gregariousness
Assertiveness
Activity
Excitement Seeking
Positive Emotion

Trust
Straightforwardness
Altruism
Compliance
Modesty
Tender-mindedness

Anxiety 
Hostility 
Depression 
Self-Consciousness 
Impulsiveness 
Vulnerability to 
Stress 

Source: Susanne Quiel “The Social Engineering Personality Framework”  



The Social Engineering Personality Framework (SEPF)
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Authority

Commitment 
& Consistency

Social 
Engineering

Liking

Social Proof

Scarcity

Reciprocity

Principles of 
Influence

Conscientiousness

Extraversion

Agreeableness

Neuroticism

Openness

Big 5 Personality 
Traits

Proposed Higher 
Vulnerability (red 
& orange tones)

Proposed Lower 
Vulnerability

≈

Source: Susanne Quiel “The Social Engineering Personality Framework”  



Reverse Social Engineering

• The social engineer does not initiate contact with the victim

• The attack is organized in such a way that the victim himself turned to 
the attacker for help 

• A relationship of high trust is created as it is initiated by the victim. 

63



Reverse Social Engineering

• It is usually realized in three steps:
• A bait or pretext is created that stimulates the victim’s interest or curiosity 

(Target equipment is sabotaged or damaged)

• It is ensured that the target knows that the attacker is an authoritative person 
and has the skills needed to repair the equipment

• Assistance is provided in solving the problem, building a relationship of trust 
and access to target information or other resources.
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Reverse Social Engineering attacks

• Targeted/Untargeted 
In a targeted attack, the attacker focuses on a particular user. In 
contrast, in an un-targeted attack, the attacker is solely interested in 
reaching as many users as possible

• Direct/Mediated 
In a direct attack, the baiting action of the attacker is visible to the 
targeted users. Mediated attacks, in contrast, follow a two-step 
approach in which the baiting is collected by an intermediate agent 
that is then responsible for propagating it (often in a different form) 
to the targeted users.

65
[Irani at al. 2011]



Different attacks of Reverse Social Engineering

66
[Irani at al. 2011]
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Systems

Demographic 

Search
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(a) Recommendation Systems
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(c) Visitor Tracking

Visit

Action

Attacker 
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Attacker 
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Attacker   

(with a fake profile)

UserUser

User



Tips to Prevent Social Engineering

• Train your awareness to recognize persuasion and manipulation
• Are my emotions heightened?

• Did this message come from a legitimate sender?

• Did my friend actually send this message to me?

• Does this offer sound too good to be true?

• Attachments or links suspicious?

• Can this person prove their identity?
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Tips to Prevent Social Engineering

• Manage your personal information
• Know what your personal information is available online

• Protect Yourself
• Manage accounts and passwords. 

• Use multifactor authentication

• Keep software up to date

• Enable spam filter

• Secure your devices

68



Social engineering: Trends

1. Consent phishing on the rise

2. Business Email Compromise gets costlier

3. Deepfakes create deeper challenges

4. Nation-state attackers with social engineering in their arsenal

5. Expanding Phishing-as-a-Service market

! User awareness is no longer optional – it’s essential !
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Assignments
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• Discuss the reasons of the 
increase in coronavirus fraud 
attacks

• Discuss the principle of influence 
applied by Basecamp

• Discuss what persuasion attacks 
you have encountered

https://basecamp.com/
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Short Videos
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• Science Of Persuasion
https://youtu.be/cFdCzN7RYbw

• Hacking challenge at DEFCON 
https://www.youtube.com/watch?v=fH
hNWAKw0bY

• Breaking into company under 2 
min

https://www.youtube.com/watch?v=P
WVN3Rq4gzw

https://youtu.be/cFdCzN7RYbw
https://www.youtube.com/watch?v=fHhNWAKw0bY
https://www.youtube.com/watch?v=PWVN3Rq4gzw


Thank you!
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https://www.facebook.com/eucyberphish
http://cyberphish.eu/

