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Learning Goals

Explain what is cyber-attack
In particular what is phishing
attack

Funded by the
Erasmus+ Programme
of the European Union




Student Workload
Lecture 0,5n
Audio and video material 0,5h
Case studies 0,5h
Further reading 1h
Preparation for exam 0,5h
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Contents

 What are security threats and risk?
* What is phishing attack?

* Phisher’s profile and attack means
* Phishing attack process

e Causes of the phishing attacks
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Examples of

Security Threats/ Attacks

Security

Attacks to loT

A

Network Attacks
on loT

Software Attacks
on loT

Physical Attacks
on loT

A

A

A

Routing information attack
RFID authorisation access
Traffic analysis
Sinkhole attack

Phishing attacks
Malicious scripts
DoS attacks

Worms, Spyware, and || *

Social engineering
Physical damage
Node tampering
Sleep deprivation

RFID cloning Virus attacks * Malicious node injection

RFID spoofing « Malicious code injection

MIiTM attack * RF interface on RFID
%) CyberP|
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Encrytion Attacks
on loT

« MiTM attack
* Side channel attacks
* Cryptanalysis attacks
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What is a Security Risk?

Risk decision to treat  1..* Risk significance P iy Security
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What is a Security Risk?

Risk
Threat agent — an agent that can potentially
cause harm to system assets <> o
|
= i 1) U
Attack method — standard means by which a S Impact

threat agent carries out a threat leads to >

0..*
- -l 0.*
Vulnerability — characteristic of a system asset IJ Q | provokespp
0..* 0.*

that can constitute a weakness or a flaw in ternp=

of system security Threat ——— | Vulnerability
Impact - potential negative consequence Splels >

that may harm assets or an organization, 9 Q

when a threat is accomplished

[ |

Threat uses P Attack
agent 0..* 0..* method
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What is a Phishing Attack?

Phishing is a social engineering scam that can result in data loss, reputational damage, i
identity theft, the loss of money, and many other damages to peoples and organisations.
A phishing scam usually starts with an email trying to gain the potential victim's trust and
convince them to take the attacker's desired actions

[Abroshan, 2021]

Phishing is a socio-technical attack, in which the attacker targets specific
valuables by exploiting an existing vulnerability to pass a specific threat via a
selected medium into the victim’s system, utilizing social engineering tricks or
some other techniques to convince the victim into taking a specific action that
causes various types of damages

[Alkhalil et al., 2021]
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Threat agent

What is a Phishing Attack?

Phishing is a social engineering scam that can result in data loss, reputational damage,
identity theft, the loss of money, and many other damages to peoples and organisations.
A phishing scam usually the potential victim's trust and

[Abroshan, 2021]

Vulnerability — - - - - - —
Phishing is a socio-technical attack, in which the attacker targets specific
Impact valuables by exploiting an existing vulnerability
that
causes various types of damages
[Alkhalil et al., 2021]
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* Opportunity
e Time to perform a National
successful attack Interest
Personal
e Capability gain
* Hardware
* Software ;errrlseonal
* Database
* Communication Curiosity

Phisher’s Profile

A Motivation
Spy
Thief
Trespasser
. Expertise
. >
N e S eI alist
Kiddie graduate P i
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Phishing Attack Process

Email with a ANy e : ORI FI2 e By R B ~ i
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Safequor

Phishing Attack Means

Phishing e-mail

Deceptive
Attack

Spoofed Website

Phishing Attack

QuOr

dng your digitol futur

e

Phone Phishing
Vishing/ SMishing

Social Media

Technical
Subterfuge

Slesllie — Web Trojans
Malware-based
Phishing <]_ Sys_tem _
— Reconfiguration
DNS-Based Attack
Phishing _
| Host File
Content-Injection Poisoning
— DataTheft

Man-in-the-Middle

Search Engine
Phishing

URL Attacks

Key Loggers and
Screen Loggers

— Session Hijacking
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Phishing Attack Root Causes

Visceral Influence Persuasion .
(less thinking about and Tricks
legitimacy) Influence
Phishing
/‘ / / attack
Prediction Decision-making Trust Suspicion

— i r
| 1LI1Iaari-
yoerl

— —
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Phishing
risk

O Q

Summary

identity theft, the loss of money,

Phishing 0..* 0. |Data loss, reputational damage,
?VGH’[Q leads to | gng many other damages
Phishing | 0~ 0. Causes of
threat exploits > phishing attack

0.*  provokes P>

¢ ¢

r

Phisher

uses P

0..* 0.*

Send email, users opens email,
clicks on the link, and submit
sensitive information
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Assignments

* Discuss what are the dependencies
between the phishing attacks and
other cybersecurity attacks

 Discuss what are the causes of the
Phishing attacks
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« Common Cybersecurity Threats
* https:/lyoutu.be/Dk-ZqQ-bfy4
* https://lyoutu.be/GI6LohArXFk

* What is phishing?
* https://lyoutu.be/Y7zNIEMDmI4
* https://youtu.be/9TRR6IHvVIQC

« Common types of phishing attacks
* https:/lyoutu.be/Q2HzEUEhRTO
* https://youtu.be/rb26NKOjtHM

“\) CyberPh

== Safeguording your digitol future

Short Videos
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Thank youl!
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CyberPhish Project
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https://www.facebook.com/eucyberphish
http://cyberphish.eu/

