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Safeguording your digitol fu

ture

Apmacibu merkis

lzskaidrot ietekmésanas un manipulacijas
panémienus un iemacieties tos atpazit

lzskaidrot  socialo inzenieriju un tas
psihologiskos aspektus.

Apskatit, ka Iémumu pienemsSanu ietekmé
emocijas, darba slodze un visa musu vide.

|lzskaidrot ietekmésanas un manipulacijas
panémienus un iemacieties tos atpazit

Rt Funded by the
W Erasmus+ Programme
* ok of the European Union 2



Kursantu darba slodze

Lekcija 4 st.
Audio un video materiali 2 St.
Pétijumi 2 st.
Papildu lasisana 8 st.
SagatavosSanas eksamenam 1 st.
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Cilveciskais faktors
Sociala inzenierija
LEmumu pienemsanas process

Socialas inzenierijas psihologiskie aspekti
* Emocijas
* |letekmes ieroci

Reversa sociala inzenierija

Padomi socialas inzenierijas novérsanai

Safeguording your digitol future
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Cilveciskais faktors

USD 400 Paredzamas izmaksas par Organizacijas reti ievie$ kiberdro$ibas cilvécisko komponentu vai plano
mijd kiberuzbrukumiem to izmantot Iidz bridim, kad noticis uzbrukums. Lielu parkapumu |
' % organizacijam visa gadijuma organizacijai tas var izmaksat miljoniem dolaru. E
pasaulé = e o LRI = ~== SN, — - o= = S

no datu parkapumiem tika Kiberdraudu veidi un novérSanas metodes mainas katru dienu.

saistiti ar cilvéka klidam KiberintereSu un izpratnes kultiras iedibinasana nodroSina tadas
ngQ\ vai noIaidTbu’ organizacijas pastavésanu, kas spéj labak tikt gala ar mainigajiem
kiberdroSibas apdraudé&jumiem.

35%

> IT specialisti sadarbibu starp Daudzi vaditaji doma, ka kiberdroSiba ir IT dalas atbildiba; drizak ta ir
47% drosibas risku parvaldibu un katra pasa atbildiba. Darbinieku informétibai ir jabat pirmajai

¢ | § biznesu raksturo ka vaju vai vispar organizacijas digitalo lidzeklu un aktivu aizsardzibas frontei.
neesosu

. % Funded by the
- Volk Walk 2017. gad * *
CyberF’his olkers Taerum et 0t gad) Erasmus+ Programme

NS—=2 sotequordng vour dgttal future of the European Union



Cilvéeciskais faktors

* Cilveki biezi vien ir vajakais posms drosibas kédé un ir hroniski
atbildigi par drosibas sistemu klumém.

e Tehniskie drosSibas pasakumi nemitigi attistas, bet cilvéki nemainas,
paliekot ka vajakais posms informacijas drosiba ar savam vajibam,
stereotipiem un attieksmi
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Cilveciskais faktors

Only two things are infinite,

he universe and human stupidity,
and I'm not sure about
the former.

Albert Einstein

https://iheartintelligence.com/
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Kas ir sociala inzenierija?

—

— SOCIAL ENGINEERING

Social engineering is any act that influences

a person to take an action that may or may
not be in his or her interests

= * % Funded by the
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Kas ir sociala inzenierija?

* Socialo inzenieriju var definét ka manipulaciju ar cilvékiem, visbiezak
izmantojot psihologisku parliecinasanu, lai pieklutu sistemam, kas
satur datus, dokumentus un informaciju, kuras iegusanas spéjai
socialajam inzenierim nevajadzétu pastavet.

e Sociala inzenierija ir cilvéka psihologijas izmantoSsanas maksla, nevis
tehniskas uzlausanas metodes, lai piek|ldtu ékam, sistemam vai
datiem.
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Sociala inzenierija Statistika

/
98% kiberuzbrukumu ir Pagajusaja gada no 21% pasreizéjo vai Socialas inzenierijas
balstiti uz socialo socialas inzenierijas bijuso darbinieku méginajumi 2018. gada
inZzenieriju mérkauditorijas 43% izmanto socialo pieauga par vairak neka
bija IT profesionali inzenieriju 500%.

https://purplesec.us/resources/cyber-security-statistics Funded by the
Erasmus+ Programme
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https://purplesec.us/resources/cyber-security-statistics

Socialas inzenierijas ietvars

MERKA ATRASANA

LAUNDABIGA
IZMANTOSANA UN INFORMACIJAS
SASKARSMES IEVAKSANA
PARTRAUKSANA

PARLIECINASANA DATU "IZVILKSANA"

IEGANSTU UN
PAREDZAMIBAS
KEDE

PSIHOLOGISKIE
("PRATA") TRIKI
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Safeguording your digitol future

Socialas inzenierijas “celvedis”

Plana identifikacija

Mérka identifikacija

Uzbrukuma
formulésana
lesp&jamo avotu
identificéSana
A
Informacijas
apkoposana no
avotiem
Apkopotas
informacijas
OVETt&iu

Informacijas ievaksana

Apkopotas informacijas
apvieno$ana un analize

Sagatavosana

Mérka sagatavoSana

Attiecibu
laundabiga
ekspluatésana

Uzrunasana

Tuvu attiecibu Uzturésana
bdvésana
Komunikacijas
izveide
Izstradat L
attiecibas Informacijas
ieguve

Plana apmierinaSana

Uzbrukuma vektora
attistiSana
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1. solis: Mérka atrasana

 Sociala inzenierija — konkrétam
merkim

* Meérka izvéle, pamatojoties uz
galigiem “rezultatiem” (pieméram,
informacija, naudas lidzekli utt.)

Funded by the
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2. solis: Informacijas ievaksana

Vislikumotakais solis visa socialas inzenierijas procesa.

Var ilgt no dazam stundam lidz daziem gadiem.

Informacija reti tiek apkopota visa uzreiz. F
Socialo mediju platformu izmantosSana, specializéta

1"

programmatura, emocionalo prasmju pielietosana

Divi veidi, ka iegut datus:
. ¢

-
O Netehniskas/mehaniskas metodes - a

o Tehniskas metodes

AR Funded by the
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3. solis: Datu vai ricibas "izvilksana"

IzvilksSanu var definét ka darbibu, kura kaut kas tiek izvilkts vai
ieguts, izmantojot logikas panémienus. Tas tiek darits, stimuléjot, lai

liktu personai rikoties noteikta uzvedibas klasé vai kategorija.
Faktori, kas padara izvilkSanu efektivu: J’
E I

Funded by the
Erasmus+ Programme
of the European Union

o Lielaka dala cilveku centisies but pieklajigi, runajot ar
svesinieku;

o Profesionali, kad tie tiek aptaujati, velésies izskatities
zinosi;

o Lielaka dala cilveku nemelotu kadam, kurs skiet patiesi
noraizejies;

o Visticamak, ka kads atbildés uz labi frazétiem un uzdotiem
jautajumiem par sevi.

Saofeguording your digitol future
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4. solis: leganstu un paredzamibas kéde

leganstu un paredzamibas kéde ir obligata prasme, kas
nepiecieSama ikvienam socialajam inzenierim, lai veiktu

uzbrukumu.
leganstu un paredzamibas kéde ieliek cilvéku cita cilvéka

ada.

Visparéjie ieganstu un paredzamibas kédes principi:

©)

O O/ SCane

veikt papildu izmeklésanu;

izmantot personigas intereses;

praktizét izteicienus vai dialektus;

izmantot vienkarsus ieganstus un paredzamibas;

logiski secinajumi vai kopsavilkums.

Funded by the
Erasmus+ Programme
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5. solis: Psihologiskie ("prata”) triki

Prata triki ir vairak psihologiska lieta, un tos izmanto, lai atblokétu mérka
personu pratus, paklaujot tos sociala inzeniera kontrolei.

PRATA TRIKU ZINATNE#

Cilveka var launpratigi ekspluatét tris dazadus domasanas veidus:
1. Vizuala domasana;
2. Auditoriska domasana;

3. Kinestetiska domasana.

Funded by the
Erasmus+ Programme
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6. solis: Parliecingsana

Lai parliecinatu merki, socialajam inzenierim vispirms ir
jaapelée pie mérka interesem. Parliecinasanas rezultata meérka
persona reagé, doma un dara tieSi ta, ka vélas socialais
inZenieris.

5 pamati, ko parliecinasana izmanto socialie inzenieri:

1. Skaidri merki;

2. Emocionala saikne;

3. Atrasanas uz viena "vilna";
4. Fleksibilitate;
5

Savstarpéja apmainisanas ar atlidzibu.

® -

N\ | REtA Funded by the
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/. solis: Ekspluatésana un kontakta izbeigsana

* Upura ekspluatésana, kad ir izveidota
uzticésanas un noskaidrots vajums, lai virzitu
uzbrukumu

e Kontakta izbeigSana, kad lietotajs ir veicis
vélamo darbibu

Funded by the
Erasmus+ Programme
of the European Union
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Socialas inzenierijas uzbrukuma ontologiskais

Socialais
inzenieris

Individs
Individu grupa

modeljs

Mérka

persona Atbilstibas

principi
Individs
Organizacija Draudziba, patikSana
Attiecibas ar saisttbam vai
konsekvence
Trikums
ApmainiSanas ar atlidzibu
Sociala validacija
Autoritate

SOCIALAS
INZENIERIJAS

Lidzeklis

(izpildes
vide

E-pasts

Klatiené

Talrunis

SMS

Papira véstulpasts

Datu uzglabasanas formats
Timekla vietne

BroSiras

) CyberPhi

\

~

&
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UZBRUKUMS

Panémieni

TieSa komunikacija
* Divvirzienu komunikacija
* Vienvirziena komunikacija
NetieSa komunikacija

PikSkereSana

leganstu un paredzamibas
kéde

Esmas izlik§ana

Dots pret dotu

FinanSu guvumi
Nesankcionéta piekluve
Pakalpojumu trauc&jumi

Funded by the
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Socialas inzenierijas uzbrukumi

Vairaki cilvéki zaudéja tukstosiem dolaru kriptovaluta péc tam, kad
2017. gada tika uzlauzta vietne Ethereum Classic. Izmantojot socialo
inzenieriju, hakeri uzdevas par Classic Ether maku 1pasniekiem, ieguva
piekluvi doména registram un péc tam novirzija doménu uz savu
serveri. Noziedznieki no upuriem izvilka Ethereum kriptovalttu péc

koda ievadisanas vietng€, kas lava viniem skatit privatas atslégas, kas tiek
izmantotas darijumiem.

Funded by the
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Socialas inzenierijas uzbrukumi

Shark Tank televizijas tiesnese Barbara Korkorana [Barbara Corcoran]
2020. gada tika pievilta gandriz 400 000 USD vérta pikskerésanas un
socialas inzenierijas krapnieciba. Kibernoziedznieks uzdevas par paligu
un nosutija gramatvedei e-pastu, pieprasot atjaunosanas maksajumu
saistiba ar ieguldijumiem nekustamaja ipasuma. Vins izmantoja e-pasta
adresi, kas ir lidziga patiesajai. Krapsana tika atklata tikai péc tam, kad
gramatvedis uz asistenta pareizo adresi nosutija e-pastu, jautajot par
darijumul.

Funded by the
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Socialas inzenierijas uzbrukumi

Vienu no lielakajiem socialas inzenierijas uzbrukumiem pret diviem no pasaules
lielakajiem uznémumiem veica Lietuvas pilsonis Evalds Rimasauskis [Evaldas
Rimasauskas]: uzbrukums bija virzits pret Google un Facebook.

Rimasauskis un vina komanda izveidoja viltus uznémumu, uzdodoties par datoru
razotaju, kas sadarbojas ar Google un Facebook. RimsSauskis ari izveidoja bankas
kontus uz uznémuma varda.

Péc tam krapnieki nosutija pikskeréSanas e-pastus konkrétiem Google un Facebook
darbiniekiem, izrakstot viniem rékinus par precém un pakalpojumiem, ko razotajs
bija patiesi nodrosinajis — bet liekot viniem iemaksat naudu savos krapnieciskajos
kontos. Laika no 2013. lidz 2015. gadam Rimasauskis un vina domubiedri izkrapa
abiem tehnologiju gigantiem vairak neka 100 miljonus ASV dolaru.

Funded by the

Erasmus+ Programme
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Kapéc sociala inzenierija ir tik efektiva?

* Més péec dabas esam socialas butnes;
* Mums piemit vélme atskirties no paréejiem;

e Citi cilveki butiska apjoma ietekmé musu pienemtos
léemumus;
* Mums piemit vélme but izpalidzigiem;
* Mums piemit tendence uzticéties cilvékiem, ko nepazistam.

Funded by the
Erasmus+ Programme
of the European Union 24




Kapéc sociala inzenierija ir tik efektiva ?

* Més tiekam parslogoti ar informaciju un mekléjam 1sakos
celus, lai ieekonomeétu laiku.

* Mums piemit vélme, lai viss labais notiktu atri un bez piepules.
 Mums piemit bailes nok|ut nepatiksanas.

* Mums piemit zinasanu trukums par drosSibas apsvérumiem;

* Notiek parlieka dalisanas ar personigo informaciju socialajos
medijos;

Funded by the
Erasmus+ Programme
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Socialas inzenierijas psihologiskie aspekti

Dazi autori atbalsta socialas
inzenierijas  kiberuzbrukumu
pastavésanu ka 1pasu
psihologisku uzbrukumu.

M Funded by the
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Cilveka kognitivas funkcijas

- Individuala
Darba slodze Modriba Personiba s atSkiribas

Istermina kognitivie faktori ligtermina kognitivie faktori

Uzt Simbolu
£HVETE atSifrejums
Lémumu — Informacijas
g v plisma
pienemsa
fd : g E : Mijiedarbiba

Darbiba

Uzvediba

Liela kognitiva darba slodze, augsts stresa [Tmenis, zema uzmanibas un modribas pakape, zinasanu trikums konkrétaja joma un/vai iepriek$€jas pieredzes

trikums padara cilvéku uznémigaku pret socialas inzenierijas kiberuzbrukumiem.
RN unded by the
W Erasmus+ Programme
kg of the European Union

@) CyberPh

Safeguording your digital future



Tiessaistes parliecinasanas psihologija

"Pasreizéja interneta patérétaju paaudze dzivo tulitéeja apmierinajuma
un atru risinGjumu pasaulé, kas noved pie pacietibas zaudésanas un
padzilinatas domasanas trakuma.”" — Robs Vezerheds [Rob
Weatherhead], laikraksts The Guardian

e Musu uzvedibu, domas un uzskatus pastavigi veido apkartéja vide, ka art musu
pasu dazadas pieredzes.

* letekme un parliecinasanas maksla ir process, ar ko kads cits panak, ka upuris
vélas darit, reagét, domat vai ticét ta, ka nepiecieSams.

Funded by the
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https://www.theguardian.com/media-network/media-network-blog/2012/mar/19/attention-span-internet-consumer

Sakapinatas emocijas

Emocionalas manipulacijas sniedz
uzbrucéjiem virsroku jebkura
mijiedarbiba. Ir daudz lielaka iespéja
veikt neracionalas vai riskantas
darbibas, ja esat paaugstinata
emocionala stavokli.

Safeguording your digitol future

Funded by the
Erasmus+ Programme
of the European Union 29



Sakapinatas emocijas

Bailes

Uztraukums,
uzbudinajums

Sakapinatas

emocijas

Bezpalidziba

e Zinkariba
vai vaina

Funded by the
Erasmus+ Programme
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Bailes

COVID-19
Text Message
@ nicholsschoolorg@alsummers.com <nicholsschoolorg@alsummers.com> Today 3:45 PM

To: @ jullrich@dshield.org

Hi, neighbor.

Tests confirmed that I was sick with a coronavins.

Dactors said that in the week I will leave the world.

My parents will be left without my support.

And at this time you will live enjoving.

Ithink this is unfair, and I suggest you pay me.

What I am sitting at home and don’t oy to infect your home.
Life or money.

Hurry up! Every hour, I hate you more and more.

My bitcoin address (BTC Wallet) 18P356DuNUpW2WLozsmWorRdoxh24ReTN

Avots: Vilnas Universitates Kaunas fakultates iekséja pikSkeréSanas datubéaze

vaerF’hiS

Safeguording your digital future

Avots: https://www.thesun.co.uk/news/11422572/scam-message-

hoax-tricks-americans-exposed-to-coronavirus-must-self-isolate/
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https://www.thesun.co.uk/news/11422572/scam-message-hoax-tricks-americans-exposed-to-coronavirus-must-self-isolate/
https://www.thesun.co.uk/news/11422572/scam-message-hoax-tricks-americans-exposed-to-coronavirus-must-self-isolate/
https://www.thesun.co.uk/news/11422572/scam-message-hoax-tricks-americans-exposed-to-coronavirus-must-self-isolate/

Zinkariba

7:27 T @)
- = Oh my God. l_:;_';,a () < g

This video belongs to you? (&) :
you special video link ==
5.39.61.54?7
PkikUF7J4V0ptrOsS3RK1D3U Faiissats

" Today 5:56 PM

H Oh my God. (&) (2) Hello Olivia, your FEDEX package
! This video beTE)nES to you? (&) with traCking code GB-6412-GH83
you special video link => § is waiting for you to set delivery
539 61547 preferences: e3fmr.info/
PkikUF7J4V0ptrOsS3RK1D3U L onAyXsVfomA
Avots: https://soravjain.com/cyber-security-for-women-in-social- Avots: https://www.scamadviser.com/scam-reports/scam-
media/ trends/4293/delivery-scams-all-in-one-dhl-fedex-usps-and-dogd

Funded by the
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[zpalidzigums

Love animals m;g} Help animals
\ P25 July - ©
Am 3. Aug. um 21:20 - &
Urgentlll Please we still need your helplldonations are still needed to cover
our team identified a china dog meat beddings . Crates transport food and more. Please donate
farm .We're happy to announce that we've  paypal. me/helpanimalsos .
reached an agreement with the farmer UPDATE: Our Animal Rescue Team has removed 140 out of the 260+ dogs

and he has signed a contract to relinquish suffering on this South Korean dog meat farm. The rescued dogs will be
his 90+ dogs and close the facility transported to shelters where they’'ll receive the love and care they so

d D ti till dad t desperately deserve. The team will continue removing the remainder of the
owq. onatiehsdiestilliecded 10 cover dogs until it’s official closure in the coming days.to adopt please send e-mail
bedding, crates, transport, food and more.

to helpanimalsos@gmail.com
If you'd like to help, you can donate
here:paypal.me/helpanimalsos
The rescued dogs will be transported to
shelters where they'll receive the love and
care they so desperately deserve
to adopt please send e-mail to
helpanimalsos@gmail.com

PAYPAL ME
Pay help animals using PayPal.Me

Go to paypal.me/helpanimalsos and type in the
amount. Since it's PayPal, it's easy and secure.
Don’t have a PayPal account? No worries.

https://usa.kaspersky.com/blog/fake-charity-scam/18580/

N\ | REt Funded by the
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https://usa.kaspersky.com/blog/fake-charity-scam/18580/

Steidzamiba

Laika zina sensitivas iespéjas vai pieprasijumi ir vel viens uzticams riks
uzbrucéja arsenala.

Lietotajs var but motivéts kompromitét sevi nopietnas problémas
iedomata aizsega, kurai nepieciesama tulitéja uzmaniba.

Alternativi, lietotajs var tikt paklauts balvai vai atlidzibai, kas var pazust,
ja netiek veiktas atras darbibas.

Jebkura pieeja parspéj lietotaja kritiskas domasanas spéjas.

Funded by the
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Friday 02/02/19 418pm

-

URGENT: suppller will not complete an urgent order
To A

Hi Sandra

Sorry to spring this on you with late notice - | need you to make an urgent payment to
AusTekno Logics' new bank account ASAP or they won't deliver on time.

I'll be in a meeting all day.

AusTekno Logics
Account number: 123456789
Code: 1122 33

Thanks,

John Doe

The Services Company

Chief Executive Officer

Email: john.doe@services.com.au

https://www.scamwatch.gov.au/about-scamwatch/tools-resources/online-

resources/spot-the-scam-signs

Sofeguording your digitol future

Steidzamiba

eecC0 ATET LTE 12:29 PM % 60% M >

& d2g2h8vi51ymgz.cloudfront.net ¢

‘ Apple Security

Mandatory Action Required!

(3) Virus Infection Blocked. Your Passwords are at
risk

We have detected that your IPhone may be
infected. Virus will steal and delete your iCloud,
Photos and contacts if you don't Act Now.

Tap the button below & install VPN from iTunes.
Use the VPN for 7 days Buy the premium version
to stop ALL Viruses.

Always use the VPN when browsing on public Wi-
fi

Install Cancel

https://www.reddit.com/r/jailbreak/comments/

78b2tv/request remove this fucking v

ike/
Iur?ded by the
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Dusmas

* Més médzam izvairities no dusmigiem cilvékiem
* Més médzam izvairities no konfliktiem

* Dusmigs "prieksnieks" zvana
darbiniekam, lGdzot paroli

Funded by the
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—
PRINCE JONES DIMEKA
52/58 SHASHA ROAD, P.A.

DOPEMU - AGEGE
LAGOS - NIGERIA.

FAX: 238-1-521075

ATTENTION: THE MANAGING DIRECTOR

« Tie ir dazi no vecakajiem krapniecibas
SR gadijumiem — bagatibas soli$ana no Nigérijas

WE HAVE THIRTY MILLION U.S. DOLLARS WHICH WE GOT FROM OVER e ar - B = . A e
F C T AWARDED TO F t k p d

e AT CHTCH DR i N syt T e prin&iem vai militarpersonam, kas piedava

(NNPC). WE ARE SEEKING YOUR ASSISANCE AND PERMISSION TO REMIT

FRRca OF TR MY T PN YOUR, COMISSION 13, THISTY dalities ar kadu nozagtu dargumu.

PLEASE NOTIFY ME YOUR ACCEPTANCE TO DO THIS BUSINESS URGENTLY.
THE MEN INVOLVED ARE MEN IN GOVERNMENT. MORE DETAILS WILL BE
SENT TO YOU BY FAX AS SOON AS WE HEAR FROM YOU. FOR THE

V4 » — O — . [ 4
TELCPAX, TELEX AND TELEPHONE NUWBERS INCLUBING 0UA ERIVaTS « Dazreiz ta ir bagata atraitne, kas mirst no véza,
HOME TELEPHONE NUMBER.

CONTACT  ME URGENTLY. THROUGH THE FAX NUMBER ABOVE. vai britu advokats, kas sola nodrosinat mérka
COURIER, GR THROUGH ABOVE FAX NUNBER- | o> ST RICTLY BY DHL personas mantojuma dalu.

THANKS FOR YOUR CO-OPERATION.

YOURS FAITHFULLY,

¢ 90*\;_'?.\ e
( k L ] e ) w
-PRINCE_JONES DIMKA 3

=t e

https://www.businessinsider.com/online-scams-internet-phishing-2019-3
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Alkatiba

Invitation to Google Analytics users

<& ses
RR Rasmus Refer, Fastbase Inc. <newsletter@linkedupdates.com> € Reply © Reply Al = Forward

To media Thu 5/16/2019 12:56 AM

@ If there are problems with how this message is displayed, click here to view it in a web browser.
Click here to download pictures. To help protect your privacy, Outlook prevented automatic download of some pictures in this message.

Web Version
Invitation

Good morning,
‘Last chance to reserve shares with discount in Fastbase Pre-IPO

Since your company are using Google Analytics, you have the opportunity to purchase up to 25,000 shares at US$ 3.45 per share
including discount.

Fastbase is targeting admission to the OTC Stock Market in June, 2019, as the fastest-growing SaaS web analytics and lead generation
tool built upon Google Analytics.

Fastbase analyzes over 6 billion website visitors from over 1,000,000 companies and top brands around the world. Fastbase
introductory 2019

The closing date for reserving shares is May 15, 2019.

To reserve your shares now, use the share reservation form.

Avots: Vilnas Universitates Kaunas fakultates iek$éja pikSkerésanas datubéaze
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letekmes ieroci

RECIPROCITY

SCARITY CONSISTENCY

CONSENSUS AUTHORITY

LIKING
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Apmainisanas ar atlidzibu

e “...mums jacensas natura atmaksat to, ko mums ir sagadajusi cita
persona.”

* 1. metode: Ja kads piekapjas, mums ir pienakums atbildét ar
piekapsanos vai vértibas pametumu. Piekapsanas rada otrai pusei
atbildibas sajutu par rezultatu un lielaku gandarijumu par guto
risinajumu.
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Apmainisanas ar atlidzibu

* 2. metode: NoraidiSana un péc tam atkapsanas: parspiléts
pieprasijums tiek noraidits, veélamais mazakais pieprasijums tiek
pievienots sekojosi

* 3. metode: Kontrasta princips: vispirms pardot dargako preci; vai
vispirms uzradit nevélamo iespéju

Funded by the
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Apmainisanas ar atlidzibu

Hotels.com <Hotelscom@roktpowered.com> Nov 14, 2018, 11:38 AM (1 day ago) -

to dave «

New York Hotels Las Vegas Hotels Chicago Hotels Los Angeles Hotels

9# COUPON CODE

You must click through this email or book through our app to redeem this coupon.

*Use by 11:59 PM MT on 01/15/19 for travel by 04/30/19. Can't be used on some hotels. See details below.

Bookings using this coupon are not eligible for Hotels.com™ Rewards
How to redeem your coupon:

0 Click this email or open our app (this will activate your coupon)
e Search from thousands of hotels worldwide

Book using your unique coupon code
(enter code on the booking form)

K ’\) CyberPh

Avots: https://www.securitymetrics.com/blog/7-ways-recognize-phishing-email
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Konsekvence

* Mums ir "gandriz obsesiva vélme but (un izskatities) atbilstoSiem un
saskana ar to, ko jau esam paveikusi".

* Kad esam izdarijusi izvéli vai ienémusi nostaju, més saskaramies ar
personisku un starppersonu spiedienu rikoties atbilstosi Sim
saistibam.
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Konsekvence

e Kajas durvis metode: piekrisana nelielam pieprasijumam palielina
iespéjamibu, ka piekritisiet otram, lielakam pieprasijumam.

* Durvju seja tehnika: liela pieprasijuma noraidisana palielina
iespéjamibu, ka upuris piekritis otram, mazakam pieprasijumam.
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Konsekvence

e Zemaka piedavajuma panémiens: parliecinatajs liek personai
apnemties izpildit zemako piedavajumu, kuru vinam nav nodoma
ieverot; un tad cena péksni tiek paaugstinata. Ta ka cilvéks jau ir
apnémies, tad jaunajam augstakas cenas pieprasijumam ir gruti
pateikt ne.

[Makleods [McLeod], 2014. gads] Funded by the
Erasmus+ Programme
ack ; of the European Union 45
Safequordng your digitol future



Konsekvence

From: Amazon.com <amazonorders@web7892.com>
TO:

Sent: Thursday, April 25, 2019 3:40 PM

Subject: Action needed to complete your order

amazon.com

Dear

There was a problem with your recent order. The delivery addresses is
invalid. Please click below to log in and correct the problem.

[ View or manage order ]

Best regards,

Amazom.com

https://www.forbes.com/sites/barrycollins/2021/07/07/is-this-amazon-email-fake-how-to-spot-the-scams/?sh=605d881d119a
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Autoritate

* Informacija no atzitas iestades var sniegt mums veértigu isaku un
vieglaku celu, lai izlemtu, ka rikoties konkrétaja situacija.

e Arvien vairak musu ciesi saistitaja pasaulé "patiesa” autoritate ir
individs, zimols, organizacija vai sasniedzamais mérkis ar vislielako
auditoriju.
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* Amatu nosaukumi
* Uniformas

* Drébes

e Zimoli

Autoritate

\ /‘

CHIEF EXECUTIVE OFFICER

A O

& , saase 4
g - o0
POLICE G A i 8
+016 0000 222 s 2% ¥R N
w N IT T
/

Voice Call

LT P
T 1Y
;‘ “. t"

A

Reject call with message

https://apkpure.com/nl/call-from-police/com.opik.fakegv.fyuukfq
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Autoritate

From: Markus <markusceo@ecol1focus.com>

Date: Mon, Dec 7, 2020 at 11:38 AM

Subject: Invoice to be paid

To: Finance department <financedept@ecofocus.org>

Hi Gwen,

Could you do me a favour? Theres pending invoice from one of our providers and because I'm on holiday | need you to take care of it for me
bec ause | can’t access the accounts from here.

They contacted me and | told them to send through the email to you as well (check spam filter incase it’s accidentally blocked!) Just click on
the link in their email and transfer the amount to the account they specify.

This needs to be done TODAY so make it high priority.
If you do this for me it would be a huge favour.
Any questions then reply to this email. | can’t take calls right now so just stick to replying to this email.

Thanks,
Markus

CEO

Funded by the
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Autoritate

m Elon Musk & v
;ISJS @elonmusk

Feeling greatful, doubling all payments sent to my BTC
address!

e e @ 6 P Fos @k

< +00 473234 Details =
You send $1,000, | send back $2,000!
Only doing this for the next 30 minutes.

Dear Customer,
Your bank's current account
has been compromised,

bclgxy2kgdygjrsqtzq2n0yrf2493p83kkfjhxOwlh please click the following link

to secure your account now

1:27 PM - Jul 15, 2020 - Twitter Web App

Avots: https://www.twitter.com

Avots: https://rdcom.com/en/bulk-sms/what-is-sms-phishing-how-to-avoid-it/

N\

"?v)cyberph
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Patiksana

e Cilvekiem patik tie, kuriem vini patik, Q
un vinus vairak ietekme tie, kas
viniem patik

Q

* Més esam priecigi izpildit
pieprasijumus no cilvekiem, kas
mums patik

g
" 1t

— Funded by the
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/ Safeguordng your digitol future of the European Union 51




Patiksana

* Cilvéekiem ir tendence veidot uzticésanos tiem, kas vinus piesaista gan
fiziski, gan emocionali:

* Mums patik cilveki, kas ir lidzigi mums
* Mums patik cilveki, kuri izsaka mums komplimentus
 Mums patik cilvéki, kas ar mums sadarbojas, lai sasniegtu kopigus meérkus

Funded by the
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NG Mol 53%E837PM X EH A A

Foo S&k [Ive
Active now

Foo Say vixe
You're friends on Facebook

Works at

Lives in Penang, Malaysia

30 PM

can.you.give me your mobile

number please
Ond 43T i 7

which one you use ? celcom ?
" digi ? maxis ?

why ah?

.‘ new phone

@ o A © Y @ @

Write a message 3G lb

v mw O ¢« Foo &k [Fw#

N "l 53% W 8:38 PM
Active now L - @
Digi
1 did sent you a Sms with 4 digit

' code can.you copy.to.me please

1 lost my phone so 1 have to open
my facebook thats why 1 send
’ you the code

tell me your shops name
and your brother's name

its free dont worry if there is
‘ something wrong 1 will pay

promise z
your brother's name

®@ o A © ¥ @ =

Write a message... OE Ib

Patiksana

--—--—-- Forwarded message ————-I
From: Sally Jones <sjones1234@aol.com>
Date: Sat, Aug 11, 2018 at 2:43 PM
Subject: Re: Hello

To: jsmith@gmail.com
Alright, I'm sorry I'm putting this to you. I’'m currently in a meeting. Please | need you to purchase
iTunes gift card 5 pieces - $100 each at the store? | would reimburse you when am through, Let me

know if you can help with that right now. Thanks

Regards
Sally Jones

On Saturday, 11 August 2108, Joe Smith <jsmith@gmail.com> wrote:
Sorry had a 10:15 with my mentor.

On Sat, Aug 11, 2018 at 1:28 PM, Sally Jones <sjones1234@aol.com> wrote:
Joe. Are you free at the moment?

Regards
Sally Jones

Sent from my iPhone

Avots: https://[says.com/my/tech/scammers-are-using-this-hot-new-tactic-to-hack-

Avots: https://www.apa.org/about/division/digest/leader-resources/convention-email-scams/
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https://www.apa.org/about/division/digest/leader-resources/convention-email-scams/

Vienpratiba

* VViens no rikiem, ko izmantojam, lai noteiktu, kas ir pareizi, ir
noskaidrot, ko citi cilveki uzskata par pareizu.

* Jo lielaks skaits cilveku uzskata, ka ideja ir pareiza, jo vairak ideja bus
pareiza.

Sofe

Funded by the
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Vienpratiba

* Pluralistiska nezinasana: katrs cilveks nolemj, ka, ta ka neviens
neuztraucas, viss ir kartiba

The 4th point )
wasn't clear, 7
but no one else =

has doubts! i A -

Pluralistic Ignorance:

Every student believes that
except himself, everyone
has understood the concept.
https://psychologenie.com

Buzzle.com
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Covid19 Latest Tips to stay Immune to Virus !! - Message (HTML)

File Message Help Q Tell me what you want to do

@D K2 & & L E B

Help Contact Suggest Show What's Support Get
Support a Feature Training New Tool Diagnostics
Help Tools

Mon 23/03/2020 12:37 PM

(@p)

‘World Health Organisation’ <Sarah@who.com>
Covid19 Latest Tips to stay Immune to Virus !!
To

¥ Covid19 Immunity Tips.zip _
£l 8KB

Good Morning,

Due to the latest outbreak, our various researchers have been able to come up with the various diet= s and tips to
keep us from being effected with the virus.

Many affected patients are already responding positively to treatment after effecting the guidelines and tips.
Kindly Find attached the various documents and stay safe as we fight this battle.

Don’t have a pdf viewer? not to worry, pdf viewer is already embedded in attachment.

Best Regards,

Dr. Sarah Hopkins

Media Relations / Consultant
+ 147059828

{ J)\\{;, World Health
\i\ /Y Organization

V

https://www.netsafe.org.nz/covid-19-scam-spotting/

CyberPh
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lenpratiba
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Trukums

* lespéjas mums Skiet veértigakas, ja to pieejamiba ir
ierobezota.

* Més vél vairak vélamies to, par ko pastav konkurence.

Funded by the
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Trukums

* Laika ierobezojums

&

l krepﬁeli Facebook will dose down all accounts today. The offidal annoucement was;;
by Mark Zuckerberg - Facebook Owner, M

This is a simple step to keep your account working, 1

-+

]

If you want to have your account from now, please verify your account,

Jums liko: o 18: 15: 42 http:/fapps. facebook. com/safee_acc/ M
a B et Y U A
https://pigu.lt/It/
.
v = 4
= X M X R o Downloading: 1271323402. 0.1 MB -
* Skérslu ierobeZojumi  Dounloading ;
or oy
o

Please wait 54 second

You will download as a !’Jﬁﬁ#ﬁm

T il A

-*
€9 Downloading: 1271323402.exe 0.1 MB J
3

=
H.‘:.iFTIII ol m;',‘aP.
o

Download the file 5

e T e S E N e ey = J -‘ﬂ""d—'tN;

https://zeltser.com/how-the-scarcity-principle-is-used-in-online-scams-and/
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Trakums
g

Someone has your password

Hi,
Someone just used your password to try to sign in to your Google Account.

Information:

Thursday, November 19, 2020 at 3:06:46 PM GMT+02:00
Slatina, Romania

Firefox browser

Google stopped this sign-in attempt. You should change your password immediately

CHANGE PASSWORD

Best,
The Mail Team

Avots: https://au.pcmag.com/
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https://au.pcmag.com/

Vienotiba

* Septitais parliecinasanas princips, ko velak pievieno dr.
Roberts Caldini [Dr Robert Cialdini]

* Pamatojoties uz domu, ka jo vairak meés sevi identificéjam ar
citiem, jo lielaka iespéja, ka mus tie ietekmeés.

Funded by the
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Socialas inzenierijas personibas ietvars (SEPF)

Atvertiba Apzinigums Ekstraverta uztvere Piekritosa
attieksme

Fantazija Kompetence Sirsnigums UzticéSanas Nemiers

Estétika Kartiba Draudzigums TieSums Naidigums

Sajutas Pienakums Parlieciba Altruisms Depresija

Darbibas Sasniegumi Aktivitate Atbilstiba Pasapzina

Idejas Centieni LakoSanas péc noteikumiem Impulsivitate

Veértibas Pasdisciplina aizrautibas Pieticiba levainojamiba pret
Noteiktiba Pozitivas emocijas Smalkjutigums stresu
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Socialas inzenierijas personibas ietvars (SEPF)

/ letekmes principi \

mielé piecinieka personibas\
iezimes
( )
Autoritate — | < !ero'smz?ta Ilelaka
L ) AN TS ievainojamiba
P g J (sarkanie un oranzie
(— Attiecibasar ) toni)
saistibam un | ~
\____konsekvence J |
Ekstraverta uztvere . L
) lerosinata zemaka
e oz s D ievainojamiba
Sociala inZenierija = YRS A2 ( < = T
(__arathdzibu <'—L— —Piekritosa attieksme
_J
( N
Patikiana | ( - )
¢ y Atvertiba
J
( one 2
Sociala / - ~
L atziniba ) Neirotisms
\ _J
e N /
Trikums 8
JJ
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Reversa sociala inzenierija

e Socialais inzenieris neuzsak kontaktu ar cietuso

e Uzbrukums organizéts ta, ka pats cietusais vérsas péc palidzibas pie
uzbrucéja

e Augstas uzticibas attiecibas tiek veidotas, jo tas inicié upuris.
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Reversa sociala inzenierija

e Parasti tas tiek realizéts tris posmos:
* Tiek izveidota ésma vai iegansts, kas veicina upura interesi vai zinatkari (meérka
aprikojums tiek sabotéts vai bojats)
* Tiek nodrosinats, ka mérka persona zina, ka uzbrucéjs ir autoritativa persona,
un vinam ir iekartas remontam nepiecieSamas prasmes.

* Tiek sniegta palidziba problémas risinasana, uzticibas attiecibu veidosana un
piekluvei mérka personas informacijai vai citiem resursiem.

Funded by the
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Reversas socidlas inzenierijas uzbrukumi

 Speciali merketi/nemerketi
Meérktieciga uzbrukuma uzbrucéjs koncentréjas uz konkrétu lietotaju.
Turpretim nemérktieciga uzbrukuma uzbrucéjs ir tikai ieintereséts
sasniegt péc iespéjas vairak lietotaju

* TieSs/ar starpniecibu
TieSa uzbrukuma uzbrucéja ésmas darbiba ir redzama mérka
lietotajiem. Savukart starpniecibas uzbrukumos tiek izmantota
divpakapju pieeja, kura ésmu savac starpposma agents, kas péc tam ir
atbildigs par tas izplatiSanu (biezi vien cita forma) meérka lietotajiem.
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Dazadi reversas sociala@s inzenierijas

Darbiba
----------- >
Uzbruceéjs Lietotajs
(ar viltotu profilu)

leteikumu
sistémas

(a) leteikumu sistemas

Uzbrucejs Lietotajs
(ar viltotu profilu)

Apmeklétaju Zurnals

(c) Apmekléetaju izsekoSana

uzbrukumi

Uzbrucéjs Lietotajs
(ar viltotu profilu)

Demografiska
mekléSana

(b) Demografiska mekléSana
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Padomi socialas inzenierijas novérsanai

* Trenéjiet savu apzinu, lai atpazitu parliecinasanas un manipulaciju
meginajumus
* Vai manas emocijas ir sakapinatas?
* Vai Sis zinojums ieguts no likumiga sutitaja?
* Vai mans draugs tiesSam man nosutija So zinojumu?
* Vai Sis piedavajums neizklausas parak labi, lai ta butu patiesiba?
 Vai pielikumi vai saites ir aizdomigas?
 Vai Si persona var pieradit savu identitati?

Funded by the
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Padomi socialas inzenierijas novérsanai

* Parvaldiet savu personigo informaciju
* Uzziniet, kada jusu personiska informacija ir pieejama tiessaisté

* Pasargajiet sevi

e Parvaldiet savus kontus un paroles.
lzmantojiet daudzfaktoru autentifikaciju
Atjauniniet programmaturu
lespéjojiet méstulu filtru
NodrosSiniet visas ierices

Funded by the
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Sociala inzenierija: Tendences

PiekriSanas izmaniSanas apjomi pieaug

Biznesa e-pasta bojajumi klust dargaki

Dzila atdarinasana (angl. deepfake) rada dzilakus izaicinajumus
Naciju valstu uzbrucéji ar socialo inzenieriju sava arsenala

R

PikSkerésanas ka sniegta pakalpojuma tirgus paplasinasana

I Lietotaju informétiba vairs nav izvéle — ta ir obligata!

Funded by the
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Uzdevumi

» Apspriediet koronavirusa
Krapsanas uzbrukumu
pileauguma iemeslus

* Apspriediet Basecamp
Izmantoto ietekmes principu

* Parrunajiet, ar kadiem
parliecinasanas uzbrukumiem
esat saskarusies
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https://www.simplypsychology.org/compliance.htm
https://documents.pub/document/cybersecurity-the-human-factor-nist-computer-the-human-factor-prioritizing.html

 Parliecinasanas zinatne
https://youtu.be/cFdCzN7RYbw

« DEFCON hakerisma un uzlauSanas
Izaicinajums
https://www.youtube.com/watch?v=fH

hNWAKwObY
* lelausanas kompanija mazak
neka 2 mindtets

https://www.youtube.com/watch?v=P
WVN3Rg49zw

@) CyberPt

= Safeguording your digitol future

Isi video
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Pateicamies!

_ www.cyberphish.eu
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